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3 EDITORIAL

Editorial

Artificial intelligence has spread rapidly from research labs into the real world. In the
field of politics and security it has already found extensive use in surveillance, lo-
gistics, intelligence analysis, and military planning. In the civilian sector, Al is driving
change in fields such as healthcare and scientific research. The overlap between ci-
vilian and military use makes Al regulation difficult and raises urgent questions for
international security.

With such issues in mind, we are pleased to present the second edition of the CNTR
Monitor. This year, we focus on how Al is reshaping international security and arms
control. Avoiding far-future scenarios of fully autonomous weapon systems, we in-
stead bring attention to the present and near future. To this end, the Monitor addres-
ses concrete challenges and opportunities, including the rise of foundation models
- which lower barriers to advanced Al capabilities but are difficult to oversee; the
current geopolitics of Al and its use in warfare; institutional gaps complicating inter-
national Al governance; and the potential for Al to strengthen monitoring and verifica-
tion in arms control.

Understanding Al's global impact requires bridges between disciplines. Political
scientists, computer scientists, engineers, and legal scholars must work together to
grasp both technical realities and their consequences. At CNTR, we have established
Al as a strategic research topic for the years to come, cutting across our existing re-
search groups on nuclear, chemical and biological arms control and emerging disrup-
tive technologies. We are also establishing an in-house Al compute infrastructure to
enable interdisciplinary hands-on research as a basis for policy advice and to develop
new tools for peace and security.

Beyond Al, the CNTR Monitor complements the focus section with a section on broa-
der trends that impact international security. This year, our authors look at drones and
their use in warfare, advanced nuclear reactors and their non-proliferation implicati-
ons, and dual-use developments in the chemical and biological sciences. To conclude,
we offer an update of our analysis of national security and technology strategies.

We hope you will find this edition of the CNTR Monitor informative and that it will
enhance dialogue between researchers, policymakers, practitioners, and the public.

Prof. Dr. Malte Gottsche Dr. Kadri Reis Prof. Dr. Christopher Daase




EXECUTIVE SUMMARY

Introduction: How the
Materialization of Al is Re-
shaping Global Security
Risks and Governance

Artificial intelligence has moved from research into
strategic reality, transforming surveillance, logistics,
intelligence, and even military planning. Its dual-use
nature complicates regulation: the same systems that
drive innovation can contribute to disinformation, cy-
berattacks, or misuse in biotechnology. Foundation
models amplify these challenges by lowering barriers
to advanced capabilities while remaining hard to under-
stand and often unpredictable. Traditional arms con-
trol, designed for material systems, is not well-suited
to algorithmic technologies. But, Al also offers oppor-
tunities, from enhancing verification and monitoring to
improving predictive analysis.

» Policymakers and regulators should set clear rules
and guidelines to make Al systems safe and reliable.

» Governments and companies should work togeth-
er to test advanced Al systems and share lessons
from problems or failures.

» International organizations and states should pro-
mote transparency and trust-building measures to
reduce risks, even without formal treaties.

Artificial Intelligence,
Semiconductors, and the
Chip Wars: Reviewing the
Geopolitics of Al in Military
and International Security

Artificial Intelligence and semiconductors are central
to modern military and strategic capabilities. As Al
drives advances in automation, decision-making, and
autonomous systems, access to high-performance
chips has become a national security priority. The glob-
al chip supply chain is highly concentrated — design in
the U.S., production machinery from the Netherlands,
and manufacturing in Taiwan. Geopolitical tensions
are rising, especially because China, a key producer of
legacy chips (28nm and above), is increasingly exclud-
ed from advanced Al chip technologies. Access to rare
earth materials adds another layer of strategic compe-
tition. These developments are fueling a global race for

control over critical tech infrastructure. Germany and
the EU must now craft resilient strategies to secure
semiconductor supply chains and safeguard strategic
autonomy.

» Establish Sustainable Semiconductor Supply
Chains: European countries should reduce the reli-
ance on foreign chip manufacturers by investing in
domestic semiconductor development and in the
production and securing of critical supply chains.

» Protect European Semiconductor and Al assets:
Because building up domestic semiconductor ca-
pacities is a medium to long-term process, Europe
should protect its assets in the current global sup-
ply chain from political or economic influence as
well as strategically control the proliferation of this
technology to maintain this influence.

» Secure Semiconductor Production Capabilities and
Al facilities: To protect them as a key security as-
set, semiconductor production chains and facilities
must be recognized as critical infrastructure requir-
ing strict security measures. In recognition of po-
tential harm from failures or outages, large-scale Al
server systems should also be explicitly included
into existing regulation for critical infrastructures.

Navigating Al in a Geopo-
litical Innovation Race

China, the United States, and the European Union all
frame Artificial Intelligence as part of global competi-
tion, often described as an ‘Al Arms Race’. We argue
that this metaphor misrepresents the dynamics of Al
development. Instead, we propose the concept of a
‘geopolitical innovation race’ for technological leader-
ship in a networked global economy. Based on an anal-
ysis of policy documents, we find that actors (1) move
between zero-sum and positive-sum approaches, (2)
organize networks differently according to national
innovation cultures, (3) pursue economic and status
goals alongside security, and (4) keep open how Al
should be interpreted. Across cases, the race metaphor
perpetuates the ‘geopoliticization’ of innovation and
intertwines security with economic interests. Against
this backdrop, we identify the following takeaways:

» Avoid the arms race metaphor. It oversimplifies Al
development and risks fueling escalation. A geo-
political innovation race builds both on competition
and cooperation.

» Rhetoric matters. Communication building on na-
tionalistic ‘arms race talk’ only helps to promote a



‘return to geopolitics’. While it is important to be
transparent about problems, they should be com-
municated in a nuanced manner.

» Strengthen cooperative frameworks. International
standards and regulation can moderate rivalry and,
depending on their setup, open up spaces for more
responsible and diverse innovation.

Warfare at Machine
Speed: The Growing Use
of Al in the Military

Debate on Al's military use has intensified with the
emergence of viable (lethal) autonomous weapon sys-
tems (LAWS) around 2010. Initially, critics of autono-
mous weapons focused narrowly on target selection
and engagement. This focus has recently broadened to
the wider “reliability” of military Al and national Al strat-
egies. While the full scope and capabilities of military
Al are still debated, Al is increasingly and quietly im-
plemented in seemingly non-critical military domains.
Although militaries celebrate gains in efficiency and its
application in seemingly benign roles and functions,
such implementations raise serious questions for
arms control. The key concerns are the acceleration of
warfare and the erosion of human control.

» Given states’ interest in military Al, debates on its
stability and implications for security should inten-
sify. It's crucial to shift the focus from ethical or le-
gal questions towards broader security concerns
and state interests.

Al in the Lab: The Future
of Biological Design

Artificial intelligence-powered biological design tools
are advancing rapidly, enabling breakthroughs in ar-
eas like protein design and genome engineering. The
intersection of Al and biodesign technologies lower
the barriers to engineering biological agents, enabling
both rapid innovation and potential misuse. This cre-
ates new security risks, including automated design
of harmful organisms, cyber-bio attacks on digital bio-
engineering systems, and the bypassing of existing bi-
osecurity safeguards. Unlike Large Language Models,
Al-powered biological design tools often lack clear
safeguards. As these tools become more powerful and
accessible, there is an urgent need for responsible gov-
ernance to ensure they are used safely, ethically, and
for the benefit of all.

» Developers of biological design tools should be re-
quired to assess and mitigate risks at every stage,
from data collection and model training to release
and user access.

» A spectrum of access models should be promoted
(e.g., API-limited access, open-access under licens-
ing), adjusted to the sensitivity of the tool and in-
tended user.

» Biosecurity and cybersecurity measures should be
integrated into biological design tool pipelines, in-
cluding robust monitoring for misuse and protec-
tions against cyber-bio attacks on digital bioengi-
neering systems.

Al Developments in
Chemistry

Al applications integrated with chemistry tools are
revolutionizing how both academic researchers and
industrial companies operate. The application of Al in
chemistry has the potential to enable significant ad-
vancements in areas like chemical data analysis, reac-
tion planning, and property prediction. Yet, the inherent
dual-use nature of this technology introduces consider-
able security risks. This chapter proposes diverse pol-
icy recommendations to mitigate the potential misuse
of Al in chemistry.

» Al holds significant potential to strengthen the
Chemical Weapons Convention and assist the Orga-
nization for the Prohibition of Chemical Weapons in
critical areas like detection, verification, and threat
analysis.

» The dual-use nature of this technology poses secu-
rity risks which could be mitigated by implementing
political recommendations, such as incorporating
ethics education into science, strengthening Al reg-
ulations, and enhancing security mechanisms and
access restrictions for Al tools.

» Implementing political measures is essential to mit-
igate Al-related risks in chemical weapons security,
ensuring protection without impeding scientific ad-
vancement.

Al in Verification

Artificial intelligence offers powerful analysis tech-
niques that may be useful in future verification re-
gimes. Increasing the amount of verification-relevant
data, both instrument-driven data and open-source in-
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formation, requires additional tools for evaluation that
opens the avenue for Al-based approaches. Neverthe-
less, to ensure confidence in Al results the challenge
of ‘explainability’ — i.e. making the reasoning behind Al
outputs and conclusions transparent and explicable
— must be addressed in the development phase and
during implementation. Final decisions within a verifi-
cation regime must remain in the hands of accountable
human inspectors.

» Al techniques will very likely play a role in future ver-
ification regimes. The amount of data is increasing
rapidly in availability and has already been success-
fully analyzed with Al in other contexts, suggesting
that Al will become an indispensable tool.

» International acceptance of Al in verification de-
pends on trust in Al models, which is achieved by
transparency of training data and models and,
where possible, joint development and field exer-
cises. However, because the sharing of sensitive
training data and model transparency may enable
targeted adversarial attacks, such concerns must
be discussed internationally. From a technical per-
spective, the explainability of Al outputs in all stag-
es of development and deployment contributes to
building trust.

» Al cannot replace human decision-makers. This
demands critical scrutiny of Al results by inspec-
torates and on verification procedures that ultimate-
ly base decisions on informed human assessments.
The human-computer interaction must be designed
with accountability in mind.

Recent Developments in
the Drone Sector

The rise of drones on the contemporary battlefield
shows no signs of slowing. Indeed, they are only be-
coming more important. Since last year's summary
article in the CNTR monitor, the integration of artificial
intelligence with drones has intensified and is partic-
ularly evident in the areas of target recognition and
identification, swarming behavior, and target engage-
ment. Furthermore, the cat-and-mouse game between
drones and drone defense is still ongoing, with each
side alternately coming out on top, only to be overtaken
by the other.

» Given the poor prospects for the international reg-
ulation of drone warfare and the dynamic trends of
technological development, special attention must
be paid to drone defense, both in the military as well
civilian spheres.

Advanced Reactors and
International Security

Global efforts to reduce carbon emissions while meet-
ing rising electricity demand have led to a renewed inter-
est in nuclear power generation. To this end, new reac-
tor concepts and implementation strategies have been
pursued, including Small Modular Reactors (SMRs) and
Novel Advanced Reactors (NARs) as an alternative to
conventional large-scale power plants. However, be-
cause several of these concepts and deployment strat-
egies foresee higher fuel enrichment and decentralized
siting, they present new challenges for security and
safeguards. Additionally, the compactness of these re-
actors can make them difficult to access for verification
purposes. As these concepts are still in the R&D stage,
there is a window of opportunity to take these consider-
ations into account when designing future nuclear sites.

» The increasing demand for low-carbon electricity
makes new types of nuclear facilities, such as small
modular reactors with decentralized siting, attractive.

» The potential increase in nuclear sites and push for
high-assay low enriched uranium or “HALEU" fuel
with up to 20% uranium enrichment raises new se-
curity and proliferation concerns.

» Small modular reactors and novel advanced reac-
tors are still in the research and development stage,
providing a window of opportunity to evaluate the
need for certain materials and techniques, develop-
ing new safeguarding concepts, and ensuring that
significant security concerns are already addressed
during the design stage.

Self-Driving Laboratories

Self-Driving Laboratories (SDLs) are an emerging tech-
nology that combines artificial intelligence, chemistry,
and robotics to make laboratory research faster, more
reproducible, and potentially autonomous. Despite no-
table progress by both academia and industry in recent
years, SDLs are still in the early stages of development.
However, their potential dual-use applications under-
score the need for a proactive and comprehensive gov-
ernance framework. From a defense perspective, SDLs
could play a valuable role by accelerating the discovery
and synthesis of antidotes.

» SDLs could contribute to defense by enabling au-
tomated synthesis of existing antidotes against
chemical warfare agents or by aiding in the devel-
opment of novel ones.



» A robust governance framework, incorporating ed-
ucation initiatives, legal instruments for regulation,
and restricted access, should be implemented for
SDLs, despite their current nascent status.

» While recognizing the potential chemical security
risks posed by SDLs, their technical complexity and
advanced requirements make their use in develop-
ing chemical warfare agents less likely.

Mirror Life and the Sci-
ence of Chirality

“Mirror life” refers to synthetic organisms built from
mirror-image biomolecules, making them biochemical-
ly incompatible with natural life. While initially prom-
ising for applications in medicine and containment,
recent analysis warns that robust mirror organisms
could evade immune responses, resist degradation,
and spread unpredictably. Several experts urge early
policy action to address biosafety, biosecurity, and gov-
ernance challenges before mirror life becomes techni-
cally feasible.

» Governments and international science bodies
should consider imposing a complete moratorium
on mirror life research. This would provide time for
further careful examination of potential risks and
benefits, ethical reflection, and international dia-
logue.

» If research proceeds, global standards-setting bod-
ies should develop international guidelines for bio-
safety and biosecurity. These should address lab-
oratory containment, prohibition of environmental
release, governance structures, and accountability
mechanisms.

» Policymakers and research institutions should es-
tablish monitoring and risk assessment programs.
These should include independent scientific review,
public reporting, and ongoing reassessment of eco-
logical and societal risks. They should also incor-
porate early warning systems to detect unintended
outcomes or breaches of containment.

DNA Synthesis Screening

As DNA synthesis becomes more accessible, concerns
grow around potential misuse, especially through
Al-designed pathogens and cyber-bio threats. While
screening tools and security frameworks are advanc-
ing, significant gaps remain in (global) policy, cyberse-
curity, and oversight. Drawing lessons from the digital

security domain, experts call for improved detection
methods, universal screening standards, and greater
cyber-biosecurity to mitigate emerging risks.

» Governments and international regulatory bodies
should implement universal screening standards for
DNA synthesis orders, including Know-Your-Cus-
tomer and Know-Your-Order processes, to ensure
consistent oversight across providers.

» Policymakers and scientific institutions should es-
tablish international collaboration frameworks to
regularly update and audit screening tools, incorpo-
rating Al-capable systems to detect emerging syn-
thetic threats.

» Academic and commercial laboratories involved in
DNA synthesis should implement strong cyberse-
curity measures to reduce the growing risk of cy-
ber-bio attacks.

Technology Preferences
of Five Western Style De-
mocracies: An Analysis of
Security Policy Technolo-
gy Strategies

Thecharacterofwarfareis continuouslyandrapidly evol-
ving. This chapter explores military technologies that
may come to dominate future battlefields. Will the war
against Ukraine become the future benchmark for mili-
tary technology or are countries already thinking ahead?
By analyzing the two latest military technology strate-
gies of five nations, the study shows that, in addition
to communications and Al technologies, upgraded
“legacy” systems like tanks, combat aircraft, and mari-
time assets remain crucial. However, significant emp-
hasis is also placed on advanced missile technology,
Al, and reconnaissance. While military Al has been a
long-standing international concern, the destabilizing
impact of conventional missiles has received insuffi-
cient global attention. This issue demands intensified
discussion, focusing on guidelines, effective defensive
measures, and arms control.

» The international debate on the destabilizing ef-
fects of missiles should be intensified.

» In Germany, there is a need for a more intensive de-
bate about future technology choices.
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Artificial Intelligence

Introduction: How the Material-
ization of Al is Reshaping Global
Security Risks and Governance

Artificial intelligence is no longer only lines of code or academic ex-
periments. It is becoming a physical, operational force on battlefields,
in critical infrastructure, and in state power. Dual-use applications are
emerging that may impact global security. In short, Al has begun to
play a role in state power and international security. This year’'s CNTR
Monitor examines how Al has materialized in real-world systems, and
why this shift demands new ways of thinking about arms control. Our
goal is to move beyond general discussions of Al risk such as long-term
existential threats, instead focusing on risks in immediate present. In
doing so, we consider three major implications: i) the growing use of
Al in military planning and strategic state behavior; ii) dual-use risks
emerging in domains such as biotechnology and chemical synthesis;
iii) opportunities and challenges of using Al for verification and moni-
toring in arms control.

Model Scaling: Increas-  Unlike many other digital technologies whose development has plateaued, the con-
ing an Al model’s size or  tinued improvements in Al are a consequence of progress in software, innovations
training data to improve  in hardware, and increased access to data, all working together. The interconnected

performance.  pace of development means that breakthroughs in one domain, such as model scaling
or chip optimization, quickly influence capabilities in others. Further, Al development
For a review of the geopo-  is not confined to state actors or defense contractors, it is mostly driven by private
litical implications of chip  companies and academic institutions, underscoring the importance of considering
production see p. 14 ff.  dual-use potential. These actors also operate with different incentives and varying
levels of openness about their Al systems, capabilities, and goals. This creates chal-
lenges for the introduction of regulation that was previously typically designed for

Dual-use: Technology with  well-defined physical technologies.

the potential to be used for

both legitimate civilanand - A| 95 @ Disruptive Technology and a

military purposes, or with

the potential to be misused Reg ulato ry Ch al Ienge

for malicious purposes.
Al — as it materializes — is not simply a single ‘doomsday’ risk like autonomous weap-

ons or rogue superintelligence, but an accelerator of change across security domains.
It impacts the present and future of warfare. In intelligence and planning, Al acceler-
Formore on the use of Al ates the aggregation and interpretation of large data streams. In defense, it reshapes
in the military see p. 27 ff. targeting, logistics, and simulation capabilities. In research and innovation, Al tools
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are emerging that can be misused for irresponsible or illegal military applications or
for terrorist or criminal purposes.

One of the most profound developments in Al has been the rise of large-scale gen-
eral-purpose systems, so-called foundation models. These models are trained on
vast, uncurated datasets and are capable of generating text, images, code, and even
molecular structures. Because they are flexible and powerful, foundation models are
changing how Al is created, used, and applied in many areas. Foundation models
lower barriers to advanced capabilities by making powerful tools widely accessible.
Importantly, the lack of transparency in many Al systems makes it harder to evalu-
ate potential threats. So-called “black box” models generate outputs without offering
clear insight into the internal reasoning that produced them. This poses problems for
accountability and verification. Once these models are released, particularly as open-
source tools, control over their subsequent use becomes exceedingly difficult.

The line between research and deployment blurs while enforcement mechanisms,
both legal and technical, struggle to keep pace. Efforts to govern foundation mod-
els remain in their early stages. Some experts propose licensing regimes or export
controls for highly capable models. Others suggest safety evaluations before public
release. However, these ideas have to address legal differences, enforcement of rules,
and the trade-off between progress and managing risks. Policymakers face a difficult
balancing act: overly restrictive regulation may stifle useful research or concentrate
power among a few actors, while more neutral approaches may accelerate capability
diffusion without safeguards.

Arms Control and Verification in the
Algorithmic Age

Traditional arms control approaches are not well-suited to Al. Most evolved in the con-
text of physical systems like ballistic missiles, nuclear weapons, or chemical stock-
piles, the deployment of which could be quantified. In contrast, Al is software-based,
can be updated quickly, and is inherently dual-use. The same underlying model archi-
tecture can be adapted for cancer research or to simulate battlefield strategies. This
creates three main problems. First, verification becomes difficult when the object of
concern is embedded in code or infrastructure rather than hardware. Second, the field
moves too quickly for static treaties. By the time agreements are made and approved,
the technologies involved may have already changed. Third, while arms control has
always targeted the state level, non-state actors or individuals with access to open-
source tools and cloud computing must also be considered.

Beyond the issue of Al regulation itself, Al impacts the fields of non-proliferation, arms
control, and disarmament of both conventional and weapons of mass destruction.
The dual-use nature of many Al tools is therefore of significant concern. An important
question here is whether widely available Al tools for research and innovation could
lower the barriers to arms proliferation. For example, Al might assist in designing new
chemical or biological compounds, possibly lowering technical thresholds for misuse.

Nevertheless, Al may also provide opportunities for new forms of arms control veri-
fication. For example, Al systems can be used to model compliance behavior, detect
violations through pattern analysis, or assist in monitoring through anomaly detec-
tion. However, using Al in verification also brings challenges, such as the need for
explainability and human oversight, which are essential to ensure trust and transpa-
rency in sensitive contexts. Rigorous validation and clear accountability frameworks
are also essential. To take advantage of these opportunities, arms control experts and
Al researchers need to work together.

Foundation Models:
Large, general-purpose
Al systems trained on
broad datasets that can
be adapted to many tasks
(e.g., ChatGPT, Claude).

Black Box Models: Al sys-
tems whose internal rea-
soning is hard to interpret,
even by their developers.

Capability Diffusion: The
process by which powerful
technologies become wide-
ly available across coun-
tries, groups, or individuals.

For the potential to mis-
use Al to create biological
threats see 33 ff,, for
chemical warfare agents
see 37 ff.

For the use of Al in verifica-
tion see p. 45 ff. and p. 39 f.
for the detection of chemi-
cal warfare agents.
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Institutional Gaps and International
Fragmentation

Despite growing awareness of Al's security implications, institutional responses re-
main fragmented. At the national level, regulatory strategies diverge widely. The Euro-
pean Union’s Al Act represents one framework, grounded in risk-based classification
and rights-based obligations. However, its global impact depends on uptake beyond
EU borders. In contrast, the United States has used a combination of voluntary com-
mitments, industry guidelines, and executive orders, such as the 2023 Executive Order
on Al, which focuses on national security in its policy. China continues to integrate Al
into its broader strategic planning, combining domestic content regulation with long-
term state-led investment. Internationally, most initiatives have remained non-binding.

The OECD Al Principles,' the UNESCO Ethics Recommendation,? and the Global Part-
nership on Al (GPAI, which incorporates OECD member countries’ Al efforts) emphasi-
ze values like accountability and transparency but lack enforcement power. Meanwhi-
le, discussions in UN forums, such as the Group of Governmental Experts on LAWS,
have struggled to reach consensus or produce concrete agreements, often stalling
due to the need for unanimous decisions.

In research and innovation, the importance of guarding the freedom of research poses
its own challenges. It shows that not all risks can or should be addressed through
legal means. In sensitive domains like biotechnology or chemistry, the limits of regu-
latory possibilities highlight the importance of individual scientists’ responsibility and
norms of conduct. Ethical advisory bodies and structured educational programs on
handling dual-use research must provide a basis for responsible innovation.

This fragmented governance structure creates gaps because few organizations have
the authority, technical know-how, or trust needed to make rules for Al security. Ma-
king matters worse, strategic competition between major powers makes cooperation
on security-sensitive Al applications unlikely in the near term. Yet without shared ru-
les, the military use of advanced Al systems could add to tensions in an already fragile
global environment.

Toward Layered Al Security Solutions

Addressing Al's security implications will not be solved by a single treaty or technical
fix. What is needed is a layered, adaptive governance model that combines national
regulation, international norms, industry cooperation, responsible research and inno-
vation, as well as technical standards. There are several useful starting points.

First, technical standards on robustness, interpretability, and incident response -
meaning how failures or misuse are detected and managed — can help define a sha-
red baseline for responsible development. These should be developed collaboratively
by standards bodies, researchers, and practitioners, and built into how systems are
purchased and certified.

Second, structured public-private cooperation is essential. Private companies develop
the majority of frontier Al models. Governments must therefore find ways to incenti-
vize responsible behavior without stifling innovation. Joint research institutes, secure
model evaluation frameworks, and shared incident reporting channels, which allow
stakeholders to communicate and learn from Al-related failures or threats, can help
bridge the gap between public interest and commercial capability.

Third, even in the absence of binding treaties international efforts should focus on
pragmatic measures that lower risk and build trust. These may include transparency
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mechanisms, confidence-building measures, and shared safety evaluations. The aim
should not be to achieve universal agreement on every use of Al, but to take credible
steps that reduce the most harmful risks of proliferation and misuse.

Conclusions

Artificial intelligence is not a distant or speculative

challenge but a strategic reality with immediate con- A realistic as-

sequences for global security. It changes how con- sessment of the

flicts happen, and how power is distributed. While Al .

is not inherently a weapon or an existential threat, its effects of Al is needed
integration into security-relevant architectures without now. This includes mov-
adequate oversight could amplify instability, exacerba- . .

te inequalities, and erode accountability. At the same INg beyond vague eth|cal
time, Al offers promising opportunities to enhance se- commitments and instead
curity through improved monitoring, verification, and L. . . .

predictive capabilities that could support more effec- building institutions, rules,
tive arms control and risk reduction. and practices capa ble

A realistic assessment of the effects of Al is needed of ma naging Al's dis-
now. This includes moving beyond vague ethical commit- . .
ments and instead building institutions, rules, and practices ru ptlve pOtentlaI-

capable of managing Al's disruptive potential. Policymakers

must understand not only how Al is being used, but how its very

design choices shape its risks. This requires engaging deeply with the

technical, legal, and strategic dimensions of Al, with the aim not to contain

it, but to steer it responsibly. Beyond responding to Al as it exists today, the challenge
is to anticipate how its trajectory may evolve and to ensure that security governance
is not left playing catch-up.

Kadri Reis Malte Gottsche

PRIF — Peace Research Institute Frankfurt PRIF — Peace Research Institute Frankfurt/
Technical University of Darmstadt

1 Organisation for Economic Co-operation and Development. (n.d.). Al principles. Retrieved September 9, 2025, from https://
www.oecd.org/en/topics/sub-issues/ai-principles.html

2 United Nations Educational, Scientific and Cultural Organization. (2023). Recommendation on the Ethics of Artificial Intelli-
gence. https://www.unesco.org/en/articles/recommendation-ethics-artificial-intelligence
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Artificial Intelligence

Artificial Intelligence, Semicon-
ductors, and the Chip Wars:
Reviewing the Geopolitics of Al
in the Military and in Interna-
tional Security

Artificial Intelligence and semiconductors are emerging as critical
pillars of modern military power and defense capabilities through
autonomous systems or data-processing and decision-support tools.
However, Al's effectiveness depends on access to specialized semi-
conductors, produced through a globally fragmented and geopoliti-
cally sensitive supply chain. While advanced chips drive Al progress,
mature-node semiconductors remain vital for defense applications
due to their robustness and longevity. As the U.S.-China rivalry inten-
sifies through sanctions, infrastructure investments, and export con-
trols, Europe faces strategic dependency due to limited domestic Al
chip production. To prevent the loss of influence in a rapidly evolving
Al-driven global security landscape, European policymakers should
strengthen semiconductor sovereignty, protect critical assets, and
recognize Al as critical infrastructure.

Military forces worldwide are integrating Al into operations, using autonomous drones,
robotic systems, and decision-support tools to process vast amounts of battlefield
data at unprecedented speeds. In an environment where the tempo of combat is ac-
celerating, Al is seen as essential for maintaining a strategic advantage and necessary
tool for electronic warfare, cyber operations, and autonomous defense systems. Cur-
rently, the military sector is seeing a rapid influx of Al investment. For example, the U.S.
On the Maven project, see  military is advancing Al through key projects like Maven, which uses machine learning
alsop. 28.  to analyze surveillance data for improved targeting; and Replicator, a large-scale initia-
tive to rapidly deploy autonomous systems like drones to counter emerging threats.
Other notable efforts include the Al Rapid Capabilities Cell, the Thunderforge Initiative,
and Al-driven enhancements to Navy and Air Force operations — all aiming to boost de-
cision-making, readiness, and combat effectiveness. China is similarly accelerating its
military Al programs. The Chinese government prioritizes Al as a national security im-
perative, investing in Al-driven surveillance, cyber warfare, and autonomous weapons.
Companies such as Huawei and SenseTime develop Al with both civilian and military
applications, highlighting the global competition to use Al in the armed forces.
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Unlike traditional military innovations, Al advancements largely originate in the com-
mercial sector. Companies like OpenAl and Google DeepMind drive Al breakthroughs,
with rapid spillover effects into defense applications. This trend is reshaping global
security strategies as consumer Al advancements influence military capabilities. Be-
cause developing and running an Al is much more expensive than current IT cloud
applications, a key driver of this trend is the commercial Al sector’s struggle to mon-
etize its technology.” Companies like OpenAl have explored subscription-based rev-
enue models but struggle to get a return for their investments through public com-
mercial applications.? Other companies, such as Palantir with its program Gotham,?
or Google’s involvement in the project Thunderforge,* are increasingly positioning
themselves as Al suppliers for governments, armed forces, and security agencies. Ad-
ditionally, startup companies are using this development to promote their products.
One example is Anduril Industries — a defense technology company specialized in
autonomous systems — and its product Lattice, an off-the-shelf Al-powered operating
system that integrates ready-to-deploy sensor networks and defense drones that are
autonomously managed for autonomous perimeter monitoring and protection.

While much attention is currently focused on high-density and high-performance cut-
ting-edge semiconductor nodes below 7 nm, chips with larger structures — such as
those above the size of 28 nm — remain critically important for military forces world-
wide. Many military systems prioritize reliability, radiation tolerance, and long-term
availability over sheer computational power. Chips built on such mature nodes are
often more robust against cosmic radiation and electronic warfare attacks, making
them ideal for satellites, radar systems, and secure communications equipment.
Moreover, military platforms frequently require decades of operational life, favoring
technologies that are easier to manufacture, maintain, and reproduce without the rap-
id obsolescence seen in cutting-edge consumer electronics. Thus, ensuring secure
and sovereign access to mature node semiconductor technologies is just as vital for
national defense as investing in the latest chip innovations.

The Global Semiconductor Backbone

As of 2025, China accounts for approximately 28%° of the global production of semi-
conductors manufactured at 28nm and larger process nodes, with forecasts suggest-
ing a rise to 39% by 2027.% Other leading producers in this segment include Taiwan
(primarily TSMC), the United States (notably GlobalFoundries), and South Korea (Sam-
sung). China’s rapid expansion in mature-node production is largely driven by strategic
investment initiatives and the restricted access to cutting-edge semiconductor man-
ufacturing technologies.

Artificial intelligence relies on specialized semiconductor chips that can handle com-
plex, high-speed computations while sustaining continuous, large-scale workloads.
At the heart of this ecosystem are graphics processing units (GPUs). Originally de-
veloped for graphics rendering and computer gaming, GPUs are now crucial to Al due
to their massively parallel architecture. Capable of holding up to thousands of pro-
cessing cores on a single chip, current GPUs can execute computational operations
for deep neural network computations with high efficiency. Equally important are ten-
sor processing units (TPUs), custom-designed by Google, which use systolic arrays,
a specialized hardware architecture built for high-throughput, parallel computation,
that are useful for many Al operations. Other hardware approaches for Al computa-
tion include application-specific integrated circuits (ASICs), which are purpose-built
for narrow Al functions such as image recognition or natural language processing.
These chips trade flexibility for performance and power efficiency, making them ideal
for large-scale Al inference applications in both cloud and edge environments. Some
approaches, like neuromorphic chips, even try to model biological neural systems, use

The term “28 nm” refers

to the size of the smallest
structures (like transistors)
on a semiconductor chip

- specifically, the 28-nano-
meter manufacturing pro-
cess node. It indicates how
densely components can
be packed onto the chip:
the smaller the number,
the more advanced (and
usually more powerful and
efficient) the chip but also
the more advanced and
complex its production
process and machinery.

For a brief introduction on
GPUs seep. 101.
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neural networks and event-driven processing to reduce energy consumption drastical-
ly, offering a potential breakthrough in low-power, always-on Al systems.

Along with this computation-focused hardware, high-bandwidth memory (HBM) is an-
other critical component of Al systems because it enables rapid data transfer between
the calculating chips and the memory to temporarily store and exchange results. Un-
like traditional technical approaches, HBM stacks memory vertically and connects it
with through-silicon vias (TSVs). While it does require correspondingly high-precision
production processes, TSVs offer significantly higher bandwidth and energy efficien-
cy, an important trade-off for Al accelerators like GPUs and TPUs.
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The production of the
chips necessary for Al
relies on a highly special-
ized global supply chain.

The production of all these chips relies on a deeply interconnected and highly spe-
cialized global supply chain. The United States remains dominant in chip architecture
and design, led by companies like NVIDIA, AMD, and Intel, which rely on Electronic
Design Automation (EDA) tools developed by Cadence and Synopsys. However, the
actual manufacturing of advanced nodes — sub-5nm processes - is concentrated in
Taiwan, with TSMC producing over 90% of the world’s most advanced Al chips. These
chips are fabricated using extreme ultraviolet (EUV) lithography machines, which
are manufactured almost exclusively by ASML in the Netherlands. Without ASMLs
machines, which cost upwards of $200 million each, modern chip production would
be impossible. But Germany also has its role with optical systems developed and
produced by ZEISS, a company that provides high-precision lithography optics that
enable the extreme ultraviolet (EUV) lithography processes necessary for manufac-
turing Al processors.” Despite its leading position at the production of “conventional”
chips — 28nm and above — China’s advancement in artificial intelligence development
and production has been significantly impeded by comprehensive export restrictions
imposed by the United States and its allies.® These measures encompass limitations
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on the transfer of semiconductor manufacturing equipment, particularly for chips pro-
duction below 14nm. Furthermore, access to essential EDA software and critical in-
tellectual property has been curtailed, hindering China’s ability to design and produce
cutting-edge Al hardware domestically.

The entire semiconductor ecosystem would not work without critical production ma-
terials, including rare earth elements, cobalt, and gallium, sourced largely from China,
Ukraine, and several African nations, making supply chains vulnerable to geopoliti-
cal tensions.® Finally, the back-end packaging and testing, often carried out in South-
east Asia (Malaysia, Vietnam, Philippines), is another vital step. During this stage the
semiconductor die (the small piece of silicon that contains the electronic circuits)
is enclosed in a protective casing. This shields the chip from environmental factors
and establishes the necessary electrical connections between the microchip and the
larger electronic system, such as a circuit board. Advanced packaging technologies,
like 3D stacking and chiplet integration, are increasingly critical to improve the perfor-
mance of chips.

Al as a Key Battleground in International
Power Competition

These developments have resulted in a situation in which Al has rapidly become a
strategic asset in the global struggle for technological dominance, highlighting the
national dependencies on the access to cutting-edge semiconductors. This compe-
tition affects technological advancements because small performance gains in chip
efficiency can significantly reduce costs, enhance capabilities, and reshape the com-
petitive landscape. It also affects access to specific machines, production materials
and intellectual property itself.

Against this backdrop, the U.S.-China Al rivalry is intensifying and both states are in-
vesting vast amounts of money. For example, the U.S. Stargate Initiative, a $500 billion
infrastructure partnership between government and industry, is aiming to build Al data
centers across the U.S. China is also heavily investing in Al through major state and
private initiatives, including a $138 billion government-backed tech fund' and a $8.2
billion national Al investment fund to accelerate innovation. Other Chinese tech giants
like Alibaba and Tencent are also scaling up, with Alibaba pledging $50 billion over three
years and Tencent increasing Al-related capital expenditures to $10.7 billion in 2024.12

Besides fostering domestic Al development, both countries are increasingly resorting
to other measures to prevent competitors from accessing technology. The U.S. has im-
posed several export controls on Al chips,’ restricting China’s access to critical hard-
ware. In response, China has ramped up domestic semiconductor investments but re-
mains generations behind in Al chip manufacturing. Despite this gap, China dominates
the production of larger, non-Al chips, giving it leverage over global supply chains.

Europe faces its own challenges. While firms like ASML provide critical lithography
technology, the continent lacks sufficient Al chip manufacturing infrastructure, creat-
ing strategic dependencies on the U.S. and Taiwan. Against this background, Europe-
an policymakers are increasingly seeing Al and semiconductor technology as critical
infrastructure and aiming to extend or establish funding for research and production
opportunities.™

Russia is also recognizing Al’s strategic importance. Reports suggest growing Al col-
laboration between Russia and China to counter U.S. advancements. Russia is invest-
ing in Al-powered battlefield automation and cyber operations, signaling Al's increas-
ing role in future armed conflicts.

Even though Europe is
making important contri-
butions, it lacks sufficient
infrastructure for manu-
facturing Al chips. This
creates strategic depen-
dencies on the U.S. and
Taiwan.
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Al server farms must be
highly centralized, which
on the one hand leads to
new vulnerabilities, but on
the other hand could also
be a starting point for fu-
ture verification measures.

A recent example of Al competition volatility was DeepSeek, a Chinese Al model that
briefly shook global markets. Its claim to achieve performance levels comparable
to Western Al models while using significantly less computing power temporarily
dropped NVIDIA's stock and unsettled U.S. tech circles. If true, this would challenge
the assumption that Al superiority depends on massive computational infrastructure.
However, skepticism remains. Independent validation is lacking, and some analysts
suspect DeepSeek’s announcement was strategically timed to create uncertainty
in Western Al markets. Even if only partially valid, the episode highlights the fragile
and dynamic character of the Al technology race. Governments and private enter-
prises heavily invest in computing infrastructure, yet software-driven efficiency break-
throughs like new computational approaches or methods that reduce the size of Al
models while maintaining comparable performance could disrupt the current focus
on hardware supremacy, weakening export controls as a geopolitical tool. Future Al
leadership will depend not just on superior chips, but also on software-driven adapt-
ability.

Further Perspectives

Although not the scope of this chapter, several other aspects will likely influence (or
indeed already are influencing) the discussion of Al and its security relevant implica-
tions in the near future.

For one, a growing challenge for Al infrastructure is the massive power consumption
of Al data centers. Training large models like GPT-4 or custom vision systems can
consume energy on the scale of megawatts,'® equivalent to the needs of a small town.
This has led to calls to develop new solutions to power future Al clusters. These Al
facilities often require advanced liquid cooling systems, thermal management solu-
tions, and redundant power architectures, further increasing their complexity and en-
vironmental impact.

Unlike traditional cloud computing, Al server farms must be highly centralized due
to latency and bandwidth demands, creating potential single points of failure. These
centralized Al hubs are increasingly viewed through a national security lens — they are
vulnerable to cyberattacks, supply chain sabotage, grid outages, and physical strikes.
Their dense compute loads also produce high thermal footprints that distinguishes
them from regular data centers.’® While this introduces new vulnerabilities, in terms of
future arms control it may also be used as a basis for verification measures.

Finally, also the global demand for submarine cable infrastructure is rising sharply,
driven by the data needs of artificial intelligence applications. Al systems, particularly
large-scale model training, require vast bandwidth and low-latency connections. Sub-
marine cables provide this, reinforcing their already critical role in supporting glob-
al internet traffic.’ U.S. tech giants such as Google, Meta, Microsoft, and Amazon
now dominate this sector, owning or heavily investing in a significant share of global
submarine cable capacity.'® Projects like Meta's Project Waterworth, aiming to build
the world’s longest undersea cable, illustrate how these companies are strengthening
their global Al infrastructure.’ While this ownership secures their data transfer needs,
it also raises questions about digital sovereignty and centralized control over critical
communications infrastructure.?°

Policy Recommendations for Decision-
Makers

The dependencies on Al and the semiconductor race require proactive political deci-
sions. Although Germany and Europe currently play a minor role in the global semicon-
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ductor supply chain, some bargaining chips exist. The following recommendations
outline key steps to remain at the technological forefront, maintaining supply chain
stability, and navigating geopolitical Al challenges.

Adapting to U.S.-China Al competition through domestic semiconductor production.
With the growing tensions and competition between U.S. and China over semicon-
ductors and Al, Europe can significantly reduce dependencies by further expanding
domestic semiconductor research, development and manufacturing. Some important
steps have already been taken by programs like the EU Al Continent Action Plan?' or
the EU Chips Act,?? but these alone will not be sufficient — a criticism voiced recent-
ly by the European Court of Auditors.?® As the current Trump administration aims to
gain and sustain Al world leadership?* by — among other measures — trying to bring
semiconductor production facilities to the U.S.,?° its role as reliable future supplier is
questionable. China too is indirectly restricting the access to semiconductor produc-
tion capabilities by extending export control measures to rare earth minerals? that
are — among other high-tech use cases — needed to manufacture chip production ma-
chinery. So, while no formal export controls on semiconductors have been announced,
these measures can be seen as part of a strategic consolidation of the semiconductor
sector in China as it aims to politically leverage its capabilities in this area. Neverthe-
less, given that the establishment of domestic capabilities in Europe is a mid- to long
term project, strategically using the existing interdependencies of valuable European
companies like ASML or ZEISS can help to stabilize current supply chains.

Protect European semiconductor and Al assets. Giv-
en the highlighted importance of European compa-
nies like ASML or ZEISS, appropriate measures should

be used or put into place to protect these assets. For Given the current

instance, at the request from the U.S. government, pace of Al technol-
ASML halted shipments of advanced chip-making ogy development, its
equipment to China in January 2024. While ASML .

. . - : security-related depen-
officially attributed the decision to changes in export . )
license requirements, reports suggest that U.S. pres- dencies, and its already
sure played a significant role in this action.?” Addition- emerging impact on global

ally, in January 2025, the Dutch government aligned its

export control policies with those of the U.S., requiring pOI itics and international ten-

ASML to obtain licenses from the Dutch government sions, decisions are needed to
for certain chip-making tools. This move effectively establish, keep, and sustain
tightened restrictions on ASMLs exports to China, re- Germany and Europe as

flecting the influence of U.S. policy on its allies.?® Such .
influence, be it via political pressure or economic influence, stakeholders in these
should be prevented by clear political statements and poten- jprocesses.

tial protective laws. To maintain a leading position within the

global semiconductor supply chains, coordinated measures among

European countries to deliberately control the proliferation of technol-

ogy should be considered.

Recognizing Al and Semiconductors as Critical Infrastructure. Production facilities
for semiconductors, necessary machinery, or the processing of production materials
should be recognized as part of national critical infrastructures. As Germany and the
EU have already recognized semiconductors and Al as key technologies of strategic
security importance,? existing research, development and production facilities need
to implement appropriate protection measures, especially — but not exclusively - in
terms of cybersecurity to protect infrastructure from cyberattacks and espionage. Eu-
rope and Germany have developed strong guidelines, legal obligations, and practical
recommendations for this approach through their regulation frameworks for critical
infrastructure. Semiconductor production as well as Al server systems should be
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explicitly included into these frameworks, to recognize their importance and the po-
tentially widespread and massive impact that damage to or failure of these systems
could have on European societies.

Given the current pace of Al technology development, its security-related dependen-
cies, and its already emerging impact on global politics and international tensions,
decisions are needed to establish, keep, and sustain Germany and Europe as stake-
holders in these processes.

Thomas Reinhold

PRIF — Peace Research Institute Frankfurt
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Artificial Intelligence

Navigating Al in a Geopolitical
Innovation Race

China, the U.S,, and the EU all frame Al as part of global competition,
often described as an ‘Al arms race'. The metaphor casts Al as a ze-
ro-sum struggle for technological supremacy, with winners gaining
economic, political, and strategic advantages over adversaries. We
argue that the arms race framing is misleading because Al develop-
ment can be positive-sum and combines national innovation with
transnational collaboration, serves economic and status as well as
security goals, and involves both civilian and military applications. We
propose instead the concept of a geopolitical innovation race: compe-
tition for technological leadership alongside collaboration, unfolding
across networks of companies, states, and research institutions. Polit-
ical actors may adopt the arms race framing to preserve leadership or
highlight capability gaps,' but this is more rhetoric than description.
Such framing risks encouraging speed of action over safety and eth-
ics.2 Amidst rising geopolitical tensions and contestation of civil rights
and democracy, Al policies should go beyond nationalistic visions of
technological capabilities and reflect openness to cooperation as well
as competition.3

While the concept of an innovation race is established in economics, it requires adap-
tation for the Al case. The framing of a geopolitical innovation race helps normalize
debates around a technology whose capabilities are often dangerously exaggerated.
Much of the hype relates to geopolitical and technical shifts, such as the rise of China
as a major power,* and advances in cloud computing, developer bases, and Al training
data. These factors accelerated research and development (R&D), with over half of all
existing Al patents filed between 2013 and 2019.° As global politics has become more
rivalrous, Al has become a status symbol for competing states, with researchers and
firms invoking nationalism to secure funding and political backing. While other tech-
nologies such as cloud computing have also been ‘geopoliticized’,® the increasing in-
volvement of states in centrally funding and regulating Al has meant that this research
field in particular has been linked to security and power.

The authors of this chapter agree with previous criticism that the ‘arms race’ concept
oversimplifies the global environment by depicting states as solely security-driven
and the system as purely competitive.” However, while the alternative notion of an
‘innovation race’ may be more accurate, it remains too narrowly economic, missing
Al's geopolitical dimension. Drawing on prior debates in innovation economics, criti-
cal geopolitics, and international relations, we identify four crucial characteristics of
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a geopolitical Al innovation race: payoff structure, actor networks, motivations, and
social construction of technology.

By examining the arms race framing our study highlights the ambiguous relationship
of innovation and warfare. While geopolitical struggles foster national R&D silos and
tech war rhetoric,® Al development also relies on collaborative innovation and instru-
mental cooperation. Building on our previous publication, Arms Race or Innovation
Race? Geopolitical Al Development,® we advance the concept of a ‘geopolitical innova-
tion race’, defined by the above four characteristics. Our analysis' of 34 policy docu-
ments from China, the U.S., and the EU shows how these dynamics play out in practice
and co-constitute the geopolitical innovation race.

The Uncertain Pay-Off Structure of a
Geopolitical Innovation Race

A geopolitical innovation race may lead to negative or zero-sum outcomes, resembling
an arms race. In such scenarios, competition — especially military — is accelerated at
the expense of ethically aligned cooperative development, while civilian Al applications
are framed as tools for relative advantage.’ Expertise and talent, patents, and research
output are treated as key state capacities shaping geopolitical performance.™ From
the ambitious U.S. semiconductor production goals to China’s incentive policies for
early investment, the perception of a ‘first mover’ advantage reinforces this logic.™

However, in practice, the ‘race’ for Al development also allows for absolute gains
through cooperation. While international standards and institutions such as the Or-
ganisation for Economic Co-operation and Development (OECD) are often promoted
as frameworks for cooperation and ‘fair competition’, collaboration is nonetheless
framed strategically along ‘issue-based’ lines. For example, despite vocal support for
cooperation and fairness, the EU has stated that when it comes to Al developments, it
will “push back where (...) values are threatened”.’ Yet such a perspective overlooks
that cooperation does not remove competition but rather enables fair exchange, reg-
ulation, and shared gains. This approach is — with certain exceptions — promoted by
the EU, while the U.S. continues to stress leadership and define success in terms of
struggle for relative advantages.

Collaborative Actor Networks within
Technopoles

In an arms race, states act as coherent entities, but in an innovation race they frame
themselves as governing collaborative networks. The EU stresses input from ‘all stake-
holders’ and highlights Al as a “complex enabling ecosystem”.’® The U.S. depicts its
ecosystem as empowered by free-market capitalism’ and “the envy of the world”."”
China emphasizes intrastate collaboration, linking ministries, provinces, and leading
enterprises, while fostering Al clusters and ‘national champions’.’® Despite this empha-
sis on cooperation, states situate themselves in global competition, with collaboration
being limited by intellectual property and patents, reflecting the assetization of Al

While the EU highlights thematic clusters of collaboration,?® the U.S. and China es-
tablish geographically bounded hubs.?' Global Al talent acquisition and international
cooperation suggest boundless networks, yet actors remain tied to local industrial
bases and supply chains.?? Whereas the U.S. stresses removing barriers to innova-
tion,2® EU bordering processes emphasize regulation and liability across the Al life cy-
cle,? calibrating territory through domestic reorganization and regulation of everyday
practices of design and development.?®

The Al race is not only
driven by the search for
security but also by eco-
nomic competition.

For a review of the geo-
politics of semiconductor
production see p. 14 ff.

Negative- and zero-sum
scenarios are common,
but cooperative win-win
scenarios are possible as
well.

Technopoles are spatially
concentrated networks

of governments, universi-
ties, companies set up to
create synergies between
science and economic
markets. A well-known
example of a technopole
is Silicon Valley in the U.S.

Assetization describes the
process by which goods
are ascribed market value.
This includes immaterial
goods, such as models
and methods, that be-
come a tradeable asset.
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Al is seen as a promising
tool across issues ranging
from security and econo-
my to social and cultural
identity.

Al is regularly framed

as a general-purpose
technology, constructing
a broad understanding of
technology.

The arms race metaphor

is too simplistic and con-
tributes to a geopolitical

vision of Al.

Security Concerns Complementing
Economic and Status Motivations

Unlike an arms race, state strategies in a geopolitical innovation race combine over-
lapping economic, status, and security concerns.?® The U.S. highlights Al's potential
to enhance both security and economic growth,?” presenting the two as intertwined.
China similarly stresses global leadership and economic spillovers, with military-civil-
ian fusion framed as a broad integration.?®

In the EU, knowledge is linked to security, while in the U.S. it is linked to scaling lead-
ership and to swarm intelligence in China.?® Knowledge thus becomes a geopolitical
asset, its scale shaped by local orders and global hegemonic ideas.*°

Applying Al: Weaponizing Technology
and Contested Understandings

If Al development were a true arms race, Al would have to be a weapon. Such fram-
ings appear occasionally, with Chinese documents describing Al weapons such as
“killer bees”.?' U.S. texts also mention ‘Al-enhanced capabilities’,*? but Al is more often
framed as a key technology with broad societal and economic implications. The EU
stresses Al’s potential for social change, China for economic transformation, and the
U.S. for growth. Across all three, Al is presented as an instrument of national interest
rather than a ‘super-intelligence’ or a common good.*

The transformative potential of Al is tied to a non-linear view of R&D, where disruptive
technologies require experimentation and adaptation. The U.S. highlights ‘risk-tak-
ing’ and ‘learning by failing quickly’,** while China promotes top-down ‘rapid develop-
ment’.3> Each technopole shapes Al's meaning and parameters of success.

Further, governmental texts discuss Al risks, from job losses and bias to the loss of
human control. The EU frames Al as opaque and liability-prone, using this risk-orient-
ed approach to promote its own ‘brand’ of Al.

Navigating Al Research and Develop-
ment in a Geopolitical Innovation Race

All three technopoles seek to strengthen their position by aligning state, industry,
and academia. Configurations vary, with China advancing a state-led model, the EU
emphasizing regulation, and the U.S. promoting an ecosystem approach. Yet in their
policy documents all de-emphasize transnational ties. The arms race metaphor itself
nationalizes innovation while still allowing cooperation across networks, stabilizing
technopoles as actors in global competition.

Today’s wars and ‘tech war’ narratives highlight how competition over general-pur-
pose technology intersects with security.®® Still, global supply chains and knowledge
diffusion constrain inward orientation. By reconstructing how technopoles imagine
the race, we can explain their behavior. Framing Al competition as a security issue is
interwoven with economic and ideological aims. This mirrors wider race dynamics in
guantum computing, semiconductors, and other emerging technologies.®’

Our findings suggest several lessons for policy and debate. First, the arms race meta-
phor should be avoided, as it oversimplifies Al development and risks fueling escala-
tion. Instead, framing Al as a geopolitical innovation race captures both competition
and cooperation. Second, rhetoric matters: reflecting a wider ‘return to geopolitics’,
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nationalistic ‘race talk’ aims not only to describe reality but also to create it, leav-
ing little room for optimism (e.g., for arms control of autonomous weapons). Finally,
strengthening cooperative frameworks through international standards and regula-
tion can moderate rivalry and promote more responsible innovation.

Stefka Schmid Christian Reuter
PEASEC, Technical University of Darmstadt PEASEC, Technical University of Darmstadt
Carlo Diehl

Goethe University Frankfurt
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Artificial Intelligence

Warfare at Machine Speed: The
Growing Use of Al in the Military

Debate on Al's military use has intensified, initially with regard to (le-
thal) autonomous weapon systems. Autonomous weapon systems
independently select, prioritize, and engage targets, making them
lethal when humans are targeted. Emerging around 2010, debates
around these weapon systems can now be found in the UN Weapons
Convention and the UN General Assembly. However, for too long crit-
ics of autonomous weapons narrowed the focus of debate to just two
critical elements: target selection and engagement. This only changed
recently with a debate focusing on the broader “reliability” of military
Al and related pledges or national (military) Al strategies. While both
the scope and capabilities of Al in military contexts are still being dis-
cussed, increasingly Al is being quietly implemented in seemingly
non-critical military domains. While militaries celebrate this for gains
in efficiency and application in seemingly benign roles and functions,
it raises serious arms control policy questions, especially regarding the
acceleration of warfare and the erosion of human control. While ac-
cepting states' interest in the use of military Al, debates on the stabili-
ty and security implications of widespread Al ought to intensify, while
also extending their focus to questions beyond the ethical or legal.

Beginning in the late 2000s, the debate on (lethal) autonomous weapon systems
(LAWS) did not always align with what we understand by ‘Al' today. At the time, public
perceptions of Al had more to do with complex, deterministic algorithms or “expert
systems” than modern machine learning or deep neural networks. Similarly, debates
on Al in weapons systems focused narrowly on just two elements of the ‘kill chain’:
target selection and engagement — i.e. the decision to attack.

Many critics were outraged by the idea of an algorithm deciding on and initiating an
attack without human involvement, fearing violations of international law and human
dignity. While such arguments remain controversial even among supporters,’ security
policy criticism, though present, was often more restrained than legal or ethical cri-
tiques.? Legal concerns centered on whether algorithms could distinguish between
combatants and civilians or fulfil the requirement of proportionality, two important
principles of International Humanitarian Law (IHL), while ethical criticism focused on
human dignity. However, this narrow focus on ethical and legal issues at a specific
point in the ‘kill chain" means many current military Al applications largely escape
scrutiny, as will be shown below. From a security policy perspective, critical argu-
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Al software now supports
almost every step of the
“kill chain”.

DARPA: Defense Advanced
Research Projects Agency

ments typically highlight arms control concerns, particularly the dangers of an es-
calating “hyperwar”® or “war at machine speed”,* which runs counter to traditional
arms control’s goal of slowing down conflicts through measures like disengagement
zones or preventing surprise attacks. The increasing use of Al and the displacement
of humans from decision-making chains suggest a perilous acceleration beyond the
narrow uses that have typically been the subjects of debate.

The Widespread Use of Military Al

The Use of Military Al within the “Kill Chain”

The “kill chain” or “targeting cycle” outlines six basic steps of a military engagement:
Find, Fix, Track, Target, Engage, and Assess. The “target” and “engage” phases are
often deemed “critical functions” due to their involvement in direct combat action. Al
software now supports almost every step.

For finding potential targets, Al analyzes visual and surveillance data (e.g., satellite
images, drone footage, mobile data), condensing it into actionable information. The
Maven project, initiated by the Pentagon in 2017 and taken over by the U.S. National
Geospatial-Intelligence Agency (NGA) in January 2023, uses Al to identify and clas-
sify objects and recognize patterns like convoy formations.® Similar efforts include
Israel’s Gospel, for infrastructure targeting, and Lavender, which reportedly creates
human target lists from telecom or other data (according to unconfirmed, investiga-
tive sources).

In the detection and tracking phases, Al assists in geolocating potential targets (e.g.,
mobile devices). Drones can autonomously track moving targets, even predicting
locations when line-of-sight is lost. Systems like the American Gorgon Stare’ and
recent WAMI (Wide-Area Motion Imagery) applications (e.g., Logos Technology’s
BlackKite-I/RedKite-I) can monitor city-sized areas in near real-time, tracking hun-
dreds of objects.®

Al increasingly plays a role in the critical targeting or selection phase. Indirectly, soft-
ware (e.g., U.S. Army Corps of Engineers’ blast prediction tools®) helps optimize weap-
on impact and attack vectors to minimize collateral damage. Directly, complex algo-
rithms aid in concrete target selection. Defensive systems like the U.S. Navy’s Aegis or
Phalanx can classify and prioritize incoming threats, and in high-threat scenarios can
autonomously select and engage targets without human real-time intervention, qual-
ifying as “autonomous weapons” by U.S. definition.’® Similar defensive short range
air defense (SHORAD) systems include Rheinmetall’s Skyranger, Russia’s Pantsir-S1/
S2/SM, and China’'s SWS3, typically targeting non-human threats. Loitering munitions
(“kamikaze drones”) like Israel's Harpy or Harop can autonomously loiter until they
detect targets. While the older Harpy does not need a human operator to confirm an
attack, the more modern Harop requires human authorization for engagement. Future
autonomous target selection in loitering munitions is expected, with firms like the
German Helsing experimenting with Al-supported recognition for systems, e.g. their
HX-2."

Finally, Al strongly supports Battle Damage Assessment (BDA) and Combat Assess-
ment (CA). Al compares before-and-after images, classifies damage, and fuses sen-
sor data, mirroring the technical challenges of initial target identification. Many mod-
ern militaries will likely soon use Al in BDA. The German Bundeswehr, for example,
commissioned a concept study on partially automated BDA processes by September
2024.2

Crucially, we're seeing the integration of several — including critical — kill chain steps
into single Al systems. Early examples include DARPA's “AlphaDogfights Trial” in Au-
gust 2020, where Al dominated a human pilot in a simulated dogfight.’® By 2023, the
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U.S. conducted real fighter-jet tests involving Al.™ And while details remain scarce,
reports emerged in 2021 about Chinese Al simulations where Al agents defeated hu-
man pilots.’® This development is not limited to major powers and superpowers — in
2025, Helsing announced that, together with Saab, it had also succeeded in develop-
ing autonomous combat control for a fighter jet.’® This trend underscores Al’s grow-
ing involvement across the entire kill chain cycle, from finding and tracking to target
selection, weapon decision, engagement, and post-strike assessment.

The Broader Use of Military Al outside the “Kill Chain”

When it comes to the use of Al in the military outside the kill chain cycle, examples are
numerous, including the use of Al in nuclear weapons decision making. The following
is only a limited overview of various topics that are moving further and further away
from the kill chain in the conventional domain.

Mission planning and preparation: When it comes to the planning of missions, mod-
ern Al systems assist planners by aggregating and rapidly deploying vast amounts of
data from diverse sources, enhancing “intelligence fusion and targeting, battlespace
awareness and planning, and accelerated decision-making”, as a NATO press release
describes in the context of the implementation of Palantir's Maven Smart System
NATO (MSS NATO) in 2025." In addition, some systems, including MSS, are capable
of simulating aspects of a military mission to expose weaknesses, make suggestions
for routes to take or weapons and equipment to bring. Given the ability of Al to find
unexpected solutions to well-known problems (as demonstrated when an Al beat Go
Grandmaster Lee Sedol in 2016), it is obvious that the simulation of millions of po-
tential scenarios will enhance mission planning to a previously unknown dimension,'®
with German “GhostPlay” (https://www.ghostplay.ai/), a “virtual twin” of military reali-
ty, being an example.

The U.S. Space Command’s Joint Operations Center. Photo: Lewis Carlyle, Public Domain.

Training: One more recent strand of the debate is how Al can be used to optimize
training of soldiers both on a unit as well as an individual level. It is obvious that an Al
can generate new training scenarios based on the individual or unit's performance in
former drills to focus on perceived weaknesses.’ On a broader level, Al can generate
wargaming scenarios for maneuvers or large-scale drills. Some systems are already
tested for broader implementation, e.g. the U.S. Air Force’s Pilot Training Next (PTN)
Program for individual soldiers or the U.S. Navy’s Fleet Synthetic Training (FST) Pro-
gram,? which uses Al to simulate complex naval warfare scenarios for entire fleets.?’

Al is also widely used out-
side the “kill chain,” e.g., in
training, mission planning,
and logistics.
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From the point of view
of the stability concept,
the military use of Al is

problematic per se.

On REAIM, see also p. 98.

Logistics: If we consider John J. Pershing's famous saying “infantry wins battles, lo-
gistics wins wars” and Clausewitz’' emphasis on the concentration of force in time and
space, it is no surprise that Al also plays a special role in military logistics. In addition
to the (dual) use of civilian COTS (Commercial Off-The-Shelf) applications where the
optimization of logistics also plays a crucial part, the military is also actively develop-
ing and adapting Al solutions specifically for its unique logistical challenges, including
logistics in contested environments, under harsh conditions and handling classified
and/or dangerous material. Al can help, for example, closely monitor supply chains to
predict and address potential bottlenecks early or enhance maintenance procedures
based on the prediction of mechanical failures, just to name a few. In consequence,
the U.S. Defense Logistics Agency (DLA) has established an Al Center of Excellence
as of June 2024, and other militaries are following suit.?

Assessment and Conclusion

Even though the examples have been almost exclusively limited to Western coun-
tries, with a particular focus on the USA, it would be wrong to assume that other, less
transparent countries are not investing in the military use of Al to take advantage of
its benefits. The fact that many applications do not fall within the scope of the critical
functions of the kill chain has led to an enormous development in the shadow of the
recent international debates on LAWS. This issue is also problematic, but will likely
prove even more difficult to restrict. In all the fields under discussion, the declared
aim is to improve the efficiency of existing means of power and, above all, to speed up
processes in order to gain an advantage on the battlefield, even when some form of
human control is implemented.

From the point of view of the stability concept inherent in arms control, the military
use of Al is problematic per se: Firstly, balances become more difficult to assess and
calculate when an Al-supported system of systems comes into play, making older or
seemingly inferior systems relevant again. Secondly, acceleration of warfare reduces
the time available for both warning and assessing if an attack is imminent or under-
way, which risks leading to higher alert levels and inappropriate or incorrect reactions
due to time pressure. The idea of extending arms control to seemingly benign or un-
problematic domains, such as logistics, is not new. The concept of ‘verified transpar-
ency’ developed in Germany in the mid-2010s uses optimized logistics as an explicit
example where it is necessary to counter the fear of devalued disengagement zones
and a surprise attack with arms control instruments.z

We have to be honest: unfortunately, the times do not allow for concrete arms control
measures — let alone legally binding ones — which are not in the clear national interest
of the main international actors. As we have seen in the debate about laws, ethical
and legal arguments will not necessarily convince those actors who see a clear mili-
tary advantage in developing and procuring Al-enhanced weapon systems.

Interestingly, in 2023 a new debate started, initiated by the Netherlands. The first
Summit on Responsible Artificial Intelligence in the Military Domain (often referred
to as REAIM) focusing on “responsible” development, deployment, and use of Al in
the military. 60 states agreed on a non-binding “Call to Action”,?* explicitly mention-
ing the impact of Al on international security and stability. REAIM also stresses the
multi-stakeholder approach, given the rapid development of Al in the civilian sphere,
spilling over into the military realm. While this is a good start, the focus still lies on
national strategies and national responsibility, not addressing the consequences of
the interactive use of military Al and its impact on international stability, both when it
comes to crises as well as strategic conventional stability. While it is helpful to raise
awareness among states about the dangers of immature Al and the associated loss
of human control, this does not address the dangers posed by Al that meets the cri-
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teria of “reliability” and “trustworthiness”. As was the case during the Cold War, it is [t is important to highlight
important to highlight the interactions that result from individual armament decisions.  the interactions that result
from individual armament

Itis therefore important to directly address the implications of the broad military uses  jocisions.

of Al for future warfare and the manner in which interactions between machines and

speed have consequences for stability and escalation. It does not seem to be the case

that global actors have actually recognized the difficult security policy issues related

to the broad use of Al in almost all military contexts, nor does it seem like they are  Debates on Al in the
responding with interest-driven arms control policy. The call to action explicitly calls ~ military should include the
for academia and think tanks to “conduct additional research in order to better com-  broader uses of Al and
prehend the impact, opportunities and challenges of rapidly adopting Al in the military  their implications.
domain” - a task that demands a critical perspective.

Niklas Schornig

PRIF — Peace Research Institute Frankfurt
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Biotechnology

Al in the Lab: The Future of
Biological Design

This chapter examines how Al is reshaping biological design, with
new tools enabling advances in protein engineering and genetic re-
search. It highlights recent developments that expand scientific ca-
pabilities while creating security concerns, including the potential de-
sign of harmful biological agents and cyber-bio threats. The chapter
discusses current efforts to monitor and mitigate these risks through
technical safeguards, controlled access, and watermarking, and un-
derscores the need for coordinated international policies to guide
safe innovation.

In last year's CNTR Monitor,’ | explored examples of the intersection between Al and
the biological sciences. Al is increasingly used in biosurveillance, helping detect un-
usual patterns in health data, pathogen sequences, or environmental signals that
might indicate infectious disease outbreaks or biological threats. At the same time,
new methods are being developed to identify genetically engineered organisms and
trace them back to their laboratory of origin. While these advancements offer promis-
ing capabilities, they also introduce new risks that require careful mitigation.

Al Protein Tools

Biological design tools (BDTs) are trained on biological data, compared to large lan-
guage models (LLMs) which are trained on natural human language. Unlike LLMs,
most BDTs are developed by life science researchers or industry for specialized appli-
cations rather than public use. However, recognition of their significance is growing,
as highlighted by the 2024 Nobel Prize in Chemistry. The award honored David Baker
for computational protein design, as well as Demis Hassabis and John Jumper from
Google for AlphaFold which solved the long-standing challenge of predicting protein
3D structures from amino acid sequences.

The field is evolving rapidly, with breakthroughs such as the already mentioned Deep-
Mind’s AlphaFold for protein structure prediction, and AlphaProteo, a protein design
software released in 2024. There is also Rosetta Commons, developed by David Baker
and his group, with its diverse applications and tools, such as RFdiffusion, a tool that
uses Al to design novel protein structures by predicting how amino acid chains fold
into three-dimensional shapes; and EvolutionaryScale’s ESM3, a foundational model
for life sciences trained on DNA, RNA, and amino acid sequences.

Predicting Protein Folding at Scale

In the cell, proteins are synthesized as linear chains that fold into specific shapes that
determine their function. Under normal conditions, a given sequence folds into one
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X-ray Crystallography: A
method that uses X-rays to
determine how atoms are
arranged in a crystallized
molecule, helping scien-
tists see its 3D shape.

Nuclear Magnetic Reso-
nance (NMR): A technique
that uses magnetic fields
to study the structure of
molecules in solution, pro-
viding information about
their shape and dynamics.

Cryogenic Electron
Microscopy: A technique
that uses very cold tem-
peratures and electron
beams to visualize the
detailed structures of
biological molecules.

For Al in automation of
experiments, see p. 62 ff.

Biomarker: A measurable
biological indicator, such
as a metabolite or genet-
ic feature, that signals a
particular health condition
or disease.
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Polypeptide Chains

main shape, though some proteins can adopt multiple shapes, leading to different
functions or even disease. The shape is crucial because it controls how the protein
interacts with other molecules. Scientists aim to computationally predict a protein’s
structure from its sequence or design sequences that fold into desired shapes. Ex-
perimental methods like X-ray crystallography, nuclear magnetic resonance, and cryo-
genic electron microscopy remain costly. In contrast, the determination of protein se-
qguences from genomic data has become much more affordable, resulting in billions
of protein sequences but only a few hundred thousand experimentally resolved struc-
tures.? The ultimate goal is to design proteins with prescribed structures. To evaluate
progress and drive innovation in protein structure prediction, the Critical Assessment
of Structure Prediction (CASP) was established, running globally since 1994. CASP is
a competition where research teams try to predict the 3D shapes of proteins from their
amino acid sequences, testing how close their predictions are to experimentally de-
termined structures. In 2018, CASP13 gained attention when DeepMind’s Al program
AlphaFold won. An improved AlphaFold2 then dominated CASP14 in 2020, reaching
about 90% accuracy on moderately difficult protein targets using neural networks.

Beyond Proteins

Al also aids in biomarker discovery, enhances diagnostics, and optimizes biomanu-
facturing. In other sciences, Al can autonomously drive experiments. However, these
same advancements also pose security risks, as they could be misused to develop
toxins, enhance pathogens, and intensify other biosecurity threats. Advances in pro-
tein design tools and other BDTs can pose potential risks, yet few safeguards have
been established. While substantial effort and investment have been directed toward
LLM safeguards, BDTs have received comparatively little attention. However, with suf-
ficient access, it is possible that someone could intentionally or accidentally create
harmful pathogens or toxins.

One of the most comprehensive reports on this topic is by NTI-Bio,® which examines
three key questions:

» What built-in safeguards could be implemented?

e How should access to these tools be managed (balancing between open-source
and fully controlled models)?
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e How could we develop biosecurity solutions that mitigate risks while preserving the
full potential of these technologies for societal benefit?

The authors of the report conducted interviews with experts, organized workshops,
and carried out peer reviews to identify potential safeguards for model developers and
the broader biosecurity community. They discussed several approaches, for instance,
controlling access already at the training data level and at the data collection phase.
Another key point was regulating access to computational resources and responsible
training methodologies. Before release, built-in safeguards and model pre-evaluations
could be implemented, followed by managed access to the model at the final stage to
ensure responsible use.

Safeguards could include restricting certain types of outputs, monitoring queries for
suspicious patterns, or incorporating warning systems for high-risk requests. Com-
pared to chemistry-focused tools like ChemCrow, safeguards in biological applica-
tions could be more challenging because harmful biological outputs may be harder
to define or detect. While a toxic molecule has clear identifiers, a protein sequence or
genetic design might appear harmless yet have dangerous potential, making screen-
ing and intervention less straightforward.

Similar to the screening of nucleic acid orders (discussed in the DNA synthesis chap-
ter), model outputs could be monitored to detect potential misuse, allowing for the
flagging or denial of requests involving dangerous designs. However, just like DNA
synthesis screening, this approach would require global adoption of a shared re-
source or database, which could itself present an information hazard by spreading
knowledge that enables harm.

Another layer involves understanding the user and the intent behind a biological de-
sign, and then implementing managed access accordingly. Access could therefore
exist on a spectrum, ranging from full access to the tool and code to restricted access
limited to outputs via an API (Application Programming Interface), which lets users
send inputs and receive outputs without seeing or modifying the underlying model.
Striking a balance is crucial: security experts may prioritize control over the tool itself
to prevent safeguard removal, while the academic community often advocates for
openness to ensure equal accessibility, reproducibility, and transparency. No single
country or region should have exclusive access to tools that, for example, contribute
to vaccine development.

Large companies like Google DeepMind are contributing to mitigating risks associated
with the powerful tools they develop.* This includes restricting access to certain sequenc-
es of concern. However, some users argue this limits legitimate research, raising ques-
tions about who should determine what qualifies as legitimate scientific inquiry. They
have also explored watermarking biomolecular structures to embed identifiable markers
or signatures in engineered DNA or biological products. This would help trace their ori-
gin, verify authenticity, detect tampering, and support accountability in case of misuse
or unintended release. This position has also faced criticism, with concerns that such
measures could be seen as anti-competitive, especially from a company like Google.

To address some of these issues, a watermark framework could be set up in the fol-
lowing way: researchers receive an authorized private key linked to their identity, al-
lowing them to add watermarks to generative model-designed protein sequences.®
A watermark detection program can locally verify authorization without storing se-
quence data on a server. These watermarks securely link synthesized sequences to
researchers, enabling traceability. If a suspicious protein is identified, authorities can
trace its origin by matching watermarks to private keys. The robust watermarks en-
hance biosecurity by deterring misuse while also allowing researchers to claim intel-
lectual property rights over their sequences.

For more information on
ChemCrow, see page 37 ff.

For more information on
DNA synthesis screening,
seep. 72 ff.

API (Application Program-
ming Interface): An inter-
face that allows software
programs to communicate
with each other and share
information or services
without revealing how
they work internally.



FOCUS \ Al IN THE LAB: THE FUTURE OF BIOLOGICAL DESIGN 36

These frameworks offer an excellent technical foundation for managing risks associ-
ated with Al biological design tools. However, it is equally important to embed these
efforts within shared international governance structures, rather than

relying solely on voluntary corporate measures or unilateral national

controls. As with DNA synthesis screening, we should aim for trans-

parent, compatible safeguards that can be adopted globally and

Ba Ia Nncin g IN- evolve alongside advancing Al capabilities. At the same time,

novation a nd se- we must .rgmal.n V|g!lant to avoid creating nevy forms gf

geopolitical inequity, where access to essential scientif-

cu r|ty will requ ire ic tools becomes concentrated in the hands of a few

. actors. Balancing innovation and security will require

both technical guard- both technical guardrails and inclusive governance.

c c s Nevertheless, the time to build these frameworks is
rails and inclusive gov- now.

ernance. Neve rtheless, The EU is also taking steps toward shaping the gov-

. . ernance of biotechnology through its planned Biotech

the time 1o bUlId and Biomanufacturing Initiative, sometimes referred

these fra meworks to as the “EU -Blo.teCh Act.” As of June 2025, the Eu-

ropean Commission has released a strategic commu-

IS NOW. nication and launched consultations, but no formal

legislative proposal has been published. While the

initiative primarily focuses on competitiveness, inno-

vation, and reducing regulatory burdens for biotech

startups, it also includes references to safety, stan-

dardization, and supply chain resilience. Notably, some stakeholders have called for

the adoption of an EU-wide “Know Your Order” (KYO) framework for sensitive biolog-

ical materials and equipment. Experts from the Community for European Research

and Innovation for Security have identified bioterrorism among the top ten security

priorities. Despite broad awareness of such risks, no consistent EU-wide requirement

To date, there isno  currently exists for verifying orders of genetic materials or high-risk lab tools. The

consistent EU-wide  policy organization Pour Demain has emphasized the importance of such measures,

requirement for verifying  arguing that an EU-wide KYO framework is essential to prevent the misuse of biolog-

high-risk orders of genetic  ical and Al-driven design capabilities. Whether these elements will be incorporated

material or lab tools.  into future regulation remains to be seen, but the initiative could offer a regulatory
foundation for oversight of Al-enabled biological design tools.
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Al Developments in Chemistry

The integration of Al applications with chemistry tools is revolu-
tionizing the operations of both academic and industrial chemical
research. How we utilize these applications today will significantly
influence the future of the discipline. The application of Al in chemis-
try has the potential to enable significant advancements in areas like
chemical data analysis, reaction planning, and property prediction.
Yet, the inherent dual-use nature of this technology introduces con-
siderable security risks. This chapter proposes diverse policy recom-
mendations to mitigate the potential misuse of Al in chemistry. Key
strategies include integrating ethics education into science curricula,
strengthening existing Al regulations, and enhancing security mech-

anisms and access restrictions for Al tools and data.

The arrival of Al applications capable of assisting research tasks appears to mark
a turning point in the way chemists conduct research. However, it must be acknowl-
edged that the Al technology used in these applications has limitations, as it is not yet
equipped to understand visual chemical notation, such as visual diagrams of chemi-
cal structures or geometrical arrangements.

To harness the potential of platforms like ChatGPT in chemistry, these applications
need to be equipped with tools that enable them to understand and handle chemical
notation. Over the past decade, researchers and companies have driven the develop-
ment of new chemical tools capable of equipping LLMs with this capability." There
are already numerous LLM-based autonomous agents that have been developed for
research purposes: agents for literature review (STORM,? PaperQA,® WikiCrow?), for
chemical innovation and experiments planning (ChemCrow,® Coscientist,® Chemist-X,’
Organa,® CALMS,® LLM-RDF'), for automating cheminformatics tasks (CACTUS,"
ChatMOF,"2 Eunomia,’* ChemChat') and for hypothesis creation (SciMON,'s Sci-
Muse,’® CoQuest,'”” Chem-Reasoner,'® SGA™). These are just a few recent examples
from a field that has seen dramatic growth, with new advancements emerging con-
stantly.

ChemCrow

ChemCrow is an example of an innovative LLM-based chemistry agent, reported by White and Schwaller
in 2023.2° This advanced tool enhances the capabilities of ChatGPT, enabling it to tackle complex tasks in
organic synthesis, drug discovery, and materials design. It functions by integrating GPT-4 with a range of
chemistry tools to efficiently carry out a variety of tasks. The tools are divided into four categories:



FOCUS \ Al DEVELOPMENTS IN CHEMISTRY 38

1. General tools allow ChemCrow to access relevant information on the web and in scientific text docu-
ments. They also include a tool for writing and running Python code.

2. Molecule tools enable the representation of chemical structures, predict their costs, calculate their
weights, and check if the molecules under study are patented. SMILES (Simplified Molecular Input Line
Entry System) is a key tool that represents chemical structures in an easy-to-understand and process-
able way for computers.

3. Chemical reaction tools allow the recognition and categorization of chemical reactions. They are also
able to predict reactions and plan new synthetic routes that enable the production of the molecule un-
der study. The reproducibility of scientific publications significantly influences the quality of the plan.
Additionally, they include algorithms that transform the reaction sequence into a machine-readable
format, including conditions, additives, and solvents.

4. Safety tools provide general information about safety issues regarding a given molecule. They include
an explosivity check to identify if the molecules under study are potentially explosive, as well as a
chemical warfare agents (CWAs) check. This tool is automatically activated when a request is made
to synthesize or modify a molecule, ensuring that the molecule in question is not on the CWA and pre-
cursors list contained in the Chemical Weapons Convention (CWC). If this is the case, the tool imme-
diately halts the process. However, this safety check can be bypassed with relative ease, as discussed
in detail in the final section of this chapter. Additionally, the absence of numerous toxic and explosive
chemicals from both the CWC and diverse explosive inventories represents a notable deficiency in this
category of list-dependent safety frameworks.

Al Applications in Chemistry

The rapid advancement of Al, combined with a wide array of chemical tools, has sig-
nificantly accelerated the integration of this emerging technology across various sub-
fields of chemistry. The most notable areas are outlined in this section:

¢ Reaction and Experiment Planning. Al can support scientists by suggesting synthet-
ic pathways for creating new molecules or materials — a process known as retrosyn-
thetic analysis. This capability significantly accelerates drug discovery and materi-
als science by rapidly identifying efficient and feasible routes to target compounds.

o Prediction of Properties. Al systems can predict the physicochemical properties
of a compound by analyzing its chemical structure. However, it is important to be
careful with these predictions and always check them against real-world experi-
mental data. Their accuracy strongly depends on the data used to train the model.
Some models work exceptionally well for certain types of structures, but they might
not be reliable for a broader range of chemicals.

o Data Analysis. Al enhances the analysis and interpretation of chemical data gen-
erated by techniques such as chromatography, mass spectrometry, and various
forms of spectroscopy. In addition, it is well-suited for processing large and com-
plex chemical datasets, helping to uncover correlations and hidden patterns that
are often difficult to identify using conventional methods.

o Literature Review and Hypothesis Generation. Al may be a very helpful tool to
consolidate and organize information from a collection of publications, saving re-
searchers great amounts of time and effort. Furthermore, some Al technologies
can compile and analyze information from existing scientific literature to help gen-
erate new hypotheses. However, Al still faces limitations in this area, such as a
lack of common sense, intuition, the generation of incorrect information (hallucina-
tions), and difficulty in recognizing truly novel or groundbreaking concepts.
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o Self-Driving Laboratories (SDLs). The integration of Al with chemical tools, ro-
botics, and automation has given rise to the concept of ‘self-driving laboratories’.
Self-driving laboratories are sophisticated technologies able to perform chemistry
and biology assays with minimal human intervention.

Opportunities and Risks

The dual-use nature of Al should not be underestimated. While Al presents promis-
ing applications in the detection, analysis, and verification of CWAs, it also entails
risks, including its potential misuse in the design of already known or novel toxic com-
pounds. This section examines the opportunities and associated risks of applying Al
in the field of chemistry and concludes with policy recommendations to mitigate the
identified risks.

Opportunities: Defense Against Chemical Weapons
Al can play a crucial role in enhancing existing methods and developing new ap-
proaches for the detection and verification of CWAs and threat assessment.

Al has the potential to significantly enhance the early detection of CWAs by rapidly
analyzing data from various sensors with greater sensitivity and accuracy. Machine
learning algorithms can identify complex patterns unique to CWAs, paving the way for
the development of real-time, field-deployable detection systems. For example, Le€'s
research group recently published a novel Al-based system for on-site CWA detection
that combines YOLOv8 - an advanced object detection algorithm — with colorimetric
sensors.?’ The system interprets color changes on detection papers exposed to CWAs
using a model trained on images captured under diverse conditions.

Beyond initial detection, Al might play a critical role in the verification and analysis
of CWAs. Al can enhance analytical techniques by enabling more precise chemical
characterization. This supports the development of detailed chemical fingerprints,
enabling the distinction between structurally similar compounds — an essential ca-
pability for verification and forensic investigations. Al can also assist verification
efforts by predicting experimental information associated with CWAs and identify-
ing chemicals not represented in existing databases. Furthermore, Al can efficiently
process large volumes of data and cross-reference findings with extensive chemical
databases, thereby increasing detection confidence and reducing the likelihood of
false negatives.

A 2020 report by the United Nations Institute for Disarmament Research (UNIDIR) al-
ready highlighted the significant potential of Al and digitalization for OPCW verification
activities.?? More recently, in 2022, A. Kelle and J. E. Forman published a book chapter
entitled “Verifying the Prohibition of Chemical Weapons in a Digitalized World”.2® They
emphasize the flexibility of the Chemical Weapons Convention (CWC) to adapt and
incorporate Al and new technologies for verification purposes.

Al can also be used to predict the potential toxicity of chemical compounds based on
their molecular structure. This capability may allow faster threat identification and
the development of timely countermeasures. For instance, Jeong's group in 2022
published a study on vapor pressure and toxicity prediction for Novichok agent can-
didates using machine learning models.?* In a related context, a report from the U.S.
Department of Energy described the application of Heracles, an Al system suited to
predicting and identifying novel fentanyl derivatives that pose a significant risk within
the wider U.S. opioid crisis.?®

Nevertheless, such predictive models must be applied with caution, as their accuracy
may not always reflect real-world outcomes. Additionally, this application of Al pres-
ents a dual-use risk: it could potentially be misused to design novel toxic agents.
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94 f.
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the potential toxicity of
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can thus help to identify
threats more quickly.
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Although some research is already underway in the areas mentioned above, the use
of Al in defense against chemical weapons remains in its early stages. To further
encourage innovation in this area, the Organisation for the Prohibition of Chemical
Weapons (OPCW) launched the “Artificial Intelligence Research Challenge” last year.?
The challenge focuses on identifying creative Al applications that support the goals
of the CWC. Key areas of interest of the OPCW include the analysis of documents to
uncover emerging threats or trends, mining forensic chemical data for investigative
insights, designing medical countermeasures, and using open-source data to validate
reports of chemical weapons use. As an outcome of this challenge, the OPCW recent-
ly funded four research groups to develop their proposals over a one-year period.?”
These proposals are focused on (1) prediction of novel toxic compounds (University
of Alberta, Canada); (2) automatic identification of scheduled chemicals and extract-
ing relevant chemical forensic information (Netherlands Organisation for Applied Sci-
entific Research, The Netherlands); (3) building a big data repository of organophos-
phorus compound toxicities and vapor pressures (Korea Military Academy, Republic
of Korea); and (4) developing Al tools capable of identifying unique chemical signa-
tures using mass spectrometry data (Defence Science and Technology Laboratory,
United Kingdom).

Risks and Challenges

The dual-use nature of Al-based technologies presents a significant risk, particularly
regarding the potential for malicious applications. The likelihood of a threat can be
evaluated using the “threat equation”, which considers both the intent and the capabil-
ities of potential perpetrators.

Threat = Intention x Capability

Intention is understood as the willingness of the perpetrators to carry out an action,
while capability refers to their knowledge and access to the materials and facilities re-
quired to make that intention a reality. The actual level of threat depends on the perpe-
trators’ background - specifically, their expertise. This includes whether they possess
knowledge in chemistry, can make or acquire a delivery system, are capable of getting
the chemical into the correct form for deployment as a weapon, and are equipped to
handle the chemical safely without self-harm, among others.

The table below summarizes the key risks associated with the malicious use of Al in
chemical weapons, identifies potential perpetrators, and outlines possible preventive
measures:

Risk

Potential Perpetrators Preventive Measures

Access to information

e Education/ethics

Design of known or new toxic chem-

icals

Individual non-specialized actors

and scientists Collaboration with the OPCW

Automated synthesis of CWAs using | Individuals with prior expertise or|e Al security mechanisms

self-driving laboratories

Al regulation

scientists with access to facilities |, Access restriction

1. Access to information. Access to sensitive information related to toxic chemi-
cals has long been possible via the internet, even before the widespread adoption of
Al technologies. For instance, there is publicly available literature online that explic-
itly outlines methods for synthesizing explosive substances and chemical warfare
agents (specific details are intentionally omitted here to prevent the dissemination of
hazardous information). LLMs like ChatGPT make accessing sensitive information
even faster and easier for non-specialist actors, potentially accelerating their acqui-
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sition of expertise in the field of chemical weapons and, more dangerously, putting
them in a position to execute the production of dangerous molecules without expert
knowledge.

2. Design of known or new toxic chemicals. LLMs with chemical tools, such as Chem-
Crow, are equipped to perform retrosynthetic analysis, enabling them to suggest po-
tential reaction pathways for synthesizing toxic chemical compounds that could be
used as CWAs. While ChemCrow and similar LLM assistants are known to have secu-
rity layers that block access to sensitive or dangerous information, these mechanisms
are easily bypassed if the right questions are asked. Alternatively, a potential perpe-
trator might simply ask an LLM to figure out how to synthesize a chemical not present
on any list of dangerous substances, yet which may nonetheless be suitable for use
as a chemical weapon.

By investing the necessary time to obtain the appropriate feedback from the Al, both
scientists and non-specialist actors could access this type of information.

For example, Stendall and colleagues recently published a study demonstrating how
they were able to bypass the security safeguards of several LLMs to extract infor-
mation on synthetic routes for producing cyclosarin, a powerful nerve agent whose
chemical structure is similar to that of Sarin.?® The study also detailed methods for
circumventing the safety layers of ChatGPT-3.5 to simulate a chemical weapons at-
tack, including instructions on aerosolizing fine particles to facilitate the wide-area
dispersal of a toxic chemical.

Another widely discussed example was published by Urbina et al. in collaboration
with Spiez Laboratory. Two of the authors run a company focused on using Al to
design and synthetize chemicals for treating rare and neglected diseases.? They de-
veloped a commercial de novo molecule generator called MegaSyn.® This tool is
designed to predict bioactivity and aid in the discovery of novel therapeutic inhibitors
for human disease targets. The model typically rewards predicted biological activi-
ty while penalizing predicted toxicity. However, the researchers became concerned
about the potential dual-use implications of their technology. To explore this, they
intentionally reversed the model’s objective — rewarding toxicity instead of penalizing
it. The outcome was deeply alarming: in less than six hours, the model generated
40,000 molecules, many of which were predicted to be significantly more toxic than
known nerve agents.

Despite the potential of Al tools like MegaSyn to computationally design new toxic
compounds, some experts, such as M. M. Blum, argue that not every toxic chemical
is suitable for use as a chemical weapon.®' Several other important factors must be
considered, including stability, the complexity of the synthetic route, costs, and wea-
ponizability. Thus, while Al might pose risks in this regard, many other requirements
would need to be fulfilled to transform these computational designs into actual chem-
ical weapons.

3. Automated synthesis of CWAs using self-driving laboratories (SDLs). The main
risks associated with SDLs arise from their ability to autonomously synthesize known
or new toxic chemicals, raising concerns about their potential misuse in chemical
weapon applications.

Actions and Preventive Measures
In response to the risks posed by the malicious use of Al in chemical weapons devel-
opment, five policy suggestions are outlined below:

1. Education and ethics in science. It is crucial to educate researchers and the broad-
er public on both the positive and potentially harmful applications of Al. Awareness
campaigns and structured educational programs should be implemented across all

CHEMISTRY é

Automated synthesis of
chemical warfare agents
using self-driving laborato-
ries represents an emerg-
ing technology that is
discussed in more detail
from p. 62 onwards.



FOCUS \ Al DEVELOPMENTS IN CHEMISTRY 42

levels of education. These programs should include Al literacy, where understanding
what these tools can and cannot do is an important component, as it's not just about
“being a good person” but also comprehending the tools, how to use them, and how
to interpret their outputs. Additionally, the curriculum should cover ethics in science,
the dual-use nature of Al technologies, and the importance of responsible innovation,
particularly in research and development settings.

2. Enhance cooperation with the OPCW. Sustaining proactive engagement with the
OPCW is crucial for anticipating and responding to new international developments
regarding Al in chemistry. Governments and international donors should consider
giving funds to bolster OPCW initiatives designed to examine artificial intelligence’s
potential to enhance the CWC and determine the scope of misuse risks posed by arti-
ficial intelligence in the context of chemical weapons.

Eor more information on 3. Strengthen Al regulation. The European Union is the only international actor that
the EU Al Act see p. 99.  has established a legal framework for Al, called the “EU Al Act”. However, this regu-
lation does not explicitly establish any law regarding the use of Al for the creation of

chemical or biological weapons. Moreover, the regulation explicitly states that it does

not apply to Al systems that are placed on the market or used for military, defense,

or national security purposes. The Al Act might be revised to introduce a legal frame-

work which explicitly addresses the misuse of Al in biology and chemistry.

4. Implementation of advanced Al security mechanisms. Al devel-
opers should implement advanced security mechanisms and

It is crucial to strengthen their systems with robust safeguards to prevent un-

. . authorized access and misuse. These mechanisms should
achieve an appropri- be capable of detecting and blocking attempts to bypass
ate balance between restrictions, especially those targeting sensitive infor-

. mation related to the synthesis and spread of CWAs.
necessary regulations

and the imperative for sci- 5. Restricted access to Al integrated with chemical
. . capabilities. The use of Al systems enhanced with
entific progress. This means chemical design or simulation tools — especially in
reinforcing Al secu rity conjunction with SDL facilities — should be strictly
X limited to qualified scientists. Access should only be
mechanisms and access granted following a rigorous review process, requiring
restrictions, but without comprehensive justification and ethical clearance.

. . . . e Non-experts or individuals without specialized train-

|mped Ing scientific ing should be excluded from accessing such sensitive
advancements. technologies. Capabilities should be restricted and

carefully managed by developers, research institu-
tions, and relevant regulatory bodies.

Finally, it is crucial to achieve an appropriate balance
between necessary regulations and the imperative for scientific progress. This means
reinforcing Al security mechanisms and access restrictions, but without impeding
scientific advancements.

Carmen Garcia Lopez

PRIF — Peace Research Institute Frankfurt
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Verification

Al in Verification

VERIFICATION “//

Artificial Intelligence has proven to be a powerful tool for analyzing
large volumes of data, making it an important asset for future arms
control verification regimes. This chapter explores potential conse-
quences of Al for verification. We find that the availability of proper
training data for verification purposes can pose a challenge that needs
to be addressed by Al engineers building models for verification. The
explainability of Al results - i.e. the reasoning behind outputs - must be
addressed by developers and practitioners to ensure sound verification
assessments and to provide inspectors insights into the potential and
limits of decision-supporting Al models. To create trust and acceptance
for Al-aided verification and monitoring, Al verification systems should
be developed and tested jointly with all treaty parties. Training data
and models should be shared among parties, where possible, to foster

transparency and enable independent validation.

The last several years have seen a continuous increase in the amount of data avail-
able for verifying non-proliferation and arms control commitments and for monitoring
relevant activities. On the one hand, this concerns data sources that are already used
for such purposes today. An increase in the use of different measurement sensors
can be observed, especially for novel remote monitoring applications. For example,
the International Atomic Energy Agency (IAEA) operates more than 1,300 surveillance
cameras which contribute to reducing on-site inspections while maintaining a conti-
nuity of knowledge over nuclear material.” The Comprehensive Test Ban Treaty Orga-
nization (CTBTO) operates monitoring stations across the globe to detect prohibited
nuclear weapons tests. Data, such as seismic or radionuclide measurements, is con-
tinuously recorded by 321 stations and the data streams are constantly evaluated.?
Furthermore, commercial satellites can image an arbitrary point on the earth at least
every few hours.® On the other hand, the question arises as to which extent the stag-
gering amount of open-source information - including from social media — could be
exploited in the future for verification and monitoring objectives. This includes hetero-
geneous data, such as text, pictures, audio, and video.

Analyzing the growing amounts of data used in today’s verification and monitoring
contexts is already a demanding task, given the limited number of inspectors and ana-
lysts. Expanding the amount of data used for verification and monitoring will therefore
require computational support. This is especially the case where data is heteroge-
neous, unstructured and complex. This chapter discusses Artificial Intelligence as a
tool for analyzing data in the international security and peace context. Can it become
a reliable and trusted verification and monitoring tool?

Al will likely become relevant for multiple areas of arms control.* Different fields make
use of common data sources, such as satellite imagery, and share similar data analy-

For a brief introduction to
the Comprehensive Test
Ban Treaty see p. 88.

Sensors, satellites, social
media: Data availability is
increasing.
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For a list of examples see
p. 51.

Human communication
data can contain valu-
able verification-relevant
information but is difficult
to analyze.

Open-source data cannot
assess compliance but
might be useful as moni-
toring tool to inform formal
verification activities.

This Al application is also
discussed on p. 39.

sis challenges. Beyond current treaty-based verification regimes, Al applications can
be relevant also in broader areas, such as ceasefire monitoring, peacekeeping oper-
ations, or open-source societal verification. Indeed, some of the first Al applications
stem from these areas.

Verification-Relevant Data

Data can be generated with and without the intention of being used for verification.
Instrument-driven data on the one hand — such as technical measurement or surveil-
lance data — has always been used for inspections, but range and volume of such data
has increased with new remote monitoring approaches. Such data primarily serves
the purpose of assessing compliance with arms control obligations. The collection of
measurement data can be tested and adapted in laboratories and other controlled en-
vironments and measurement devices can be designed and gauged for the purpose.

On the other hand, an increasing amount of open-source data has recently become
available across a range of media. While the purpose of this data is not originally re-
lated to verification, it may still contain information useful for this purpose. The data,
usually in the form of text, image, audio, and video files, is often freely accessible on
the internet — e.g. in the form of social media posts — or needs to be digitized - e.g.
newspaper articles or radio transmissions. Produced almost everywhere in the world,
this data can be relevant for verification because it may reveal undeclared facilities or
activities. However, while readily available, the data is unstructured and the origin of
the data poses several challenges for analysis, such as different languages and data
formats, exceptionally large volumes, and limited possibilities for verifying credibility.

It must be emphasized that it is not currently known how relevant open-source data is
for verification purposes. Comprehensive screenings of this data could be considered
excessive and raise questions of proportionality. It would most likely not be accepted
as a basis for compliance assessments, but rather for less formal monitoring pur-
poses. Their purpose could be to obtain indications that could then trigger formal
verification activities, e.g. by helping to determine when and where to conduct on-site
inspections. If effective, such procedures could possibly reduce the number of on-site
inspections.

Al-Aided Data Analysis

Al is especially suitable to deal with large and diverse data sets and can identify pat-
terns and correlations. Several Al-based analyses exist that could be adapted for ver-
ification or monitoring activities. For instance, approaches exist where Al is used to
cluster and label social media posts in crisis scenarios,® which could be adapted to
identify ceasefire violations or to identify rising tensions and imminent clashes be-
tween armed groups. In a nuclear-related study, the ability of Al systems to analyze
different forms of data simultaneously was used to scan texts, images, audio, and
video files to monitor nuclear proliferation activities by querying the Al to identify data
associated with devices for uranium enrichment.® Another study developed a field-de-
ployable Al to identify chemical warfare agents with colorimetric sensors.” Further Al
applications for verification are described in the annex to this chapter.

As atool for verification, the output of an implemented Al needs to be linked to a clear
verification objective. We distinguish between selective and probabilistic outputs of
Al applications. A selective output ideally is a specific subset of the input data that
might contain verification-relevant information, such as indicators of non-compliance.
A human analyst must review and assess the actual importance of the identified data.
It is unwarranted that the Al would draw any definitive conclusions but would instead
aid human inspectors focus on the particular data that inform their assessments. An
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Al could, for example, identify images that show treaty-prohibited items, or highlight
suspicious activities. In the context of sensor data, a probabilistic output is a direct
assessment, i.e. a derived quantity. The Al in question could e.g. determine the loca-
tion from which a shell has been fired during a ceasefire, or a likelihood that a certain
operation is taking place. In these cases, the Al takes on a more direct role in drawing
conclusions.

VERIFICATION “/j

Objectives of applied

Al can differ: Selecting
potentially relevant data to
be reviewed by humans or
deriving direct probabilis-
tic assessments.

Selective and Probabilistic
Outputs of Al in Verification
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Challenges

Training Data

An important challenge is the training data for the Al. The quality, diversity and unbi-
asedness of the training data set is a decisive factor for the quality of the model. In
general, training data sets need to be large enough and contain enough data that is
similar to the expected real-world scenarios under observation. For instance, if an Al
is tasked with identifying images of various weapons, the training set should include
varied images - e.g. different angles, lighting, backgrounds, and partial or altered ob-
jects. Obtaining this kind of data can be a tedious endeavor and can become even
more challenging if constantly updated data sets are required to adapt to dynamic
developments. The required data can be scarce or non-existent. It is possible to in-
crease the data set size by augmenting existing data® or create data sets with syn-
thetic computer-generated data. However, a model trained on such data might not
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== The output of an Al in verification is connected to a specific ob-
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o o N\ =‘ of the input data for a human analyst to assess. A probabilistic
' ' N output, on the other hand, constitutes a further assessment, i.e.
the likelihood of a certain scenario given the input data.



FOCUS \ Al IN VERIFICATION 48

be robust - that is, it could perform poorly when applied on real-world data. Both
real-world and computer-generated training data can suffer from inherent biases that
may be adopted by Al models in their training.

Challenge: Training Data

Diverse data ...but also real-world

sets: scenarios, e.g.

not only ‘perfect’

data... incomplete backgrounds lighting different angle altered
a—

00000

How well Al results can
be explained is a deci-
sive factor for its accep-
tance in international
agreements.

Another challenge primarily associated with human communication data is unlabeled
data. This consists of inputs without accompanying descriptions or classifications,
making it harder for Al to learn what each input represents. For instance, social media
images usually do not have labels of what is visible in the picture. Manually labeling
this data can be prone to errors and would be tedious, so technical approaches would
need to be leveraged, such as using a small manually labelled data set to “fine-tune”
a model that has already been trained on a similar task, i.e. “transfer learning”.® All
these means to tackle challenges of training data sets can result in unexpected Al
outcomes when applied to real-world data, thus validating Al results with real-world
data is an important part of the development process.

Confidence and Explainability

The explainability of Al results is a general issue, but is especially important in verifi-
cation. Unlike “traditional” analysis techniques, Al models perform calculations with
millions of fine-tuned parameters, rendering it difficult or impossible to comprehend
which data features were most significant for determining the results. Can one be
sure, for instance, that the selected data shown to analysts is representative? Can we
be sure that no data is filtered out that could give counter-indications? In a verification
scenario, especially in cases of alleged non-compliance, it is imperative to be able
to explain how inspectorates come to their final conclusions. In formal arms control
settings, mutual confidence in the validity of the results of the Al must exist before it
can be incorporated into a verification regime. Even in informal settings, international
acceptance of assessments involving Al models is contingent on being confident in
the Al’s reliability.

There are several possibilities towards addressing this issue. First, explainable Al
(“XAl") approaches should be leveraged to bring some light into the “black box” of
Al. The XAl field has grown significantly over the past years and techniques such as
“attribution”, which highlights the most important aspects of the input data for the Al's
output, have been developed.’ Nevertheless, many open research questions remain
in this field; as of today, XAl cannot address all explainability issues.

Second, research and development of Al, especially models and training data, must be
as transparent as possible to all parties to foster trust in the Al's results and therefore
build the necessary basis for Al to be an accepted asset in international agreements.
Verification regimes would require codified procedures regarding data collection,
training data selection, Al model design and training, testing and validation. In order
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to generate the necessary trust in the Al models by all parties, a generally high level of
transparency is required. At best, this entails sharing training data and models, as well
as joint international development of Al across all stages. Also, insights about short-
comings and limitations of the model and potential failures need to be disclosed. If
this is not ensured, results by the Al are prone to being rejected by the parties, or may
even make Al an exploitable weak spot, allowing parties to question the reliability of
the verification regime in general.

However, some stakeholders may express reservations against comprehensive trans-
parency. States may refuse to share data deemed sensitive or dual-use relevant. Ful-
ly transparent Al models could enable adversarial attacks, which are subtle almost
incomprehensible changes of input data that are able to fool the model. The con-
cerns regarding data confidentiality and integrity of Al models must be subject to
debate before Al is considered part of verification regimes. Nevertheless, any solution
emerging from such discussion cannot discard the maxim of far-reaching transpar-
ency — otherwise, Al is unlikely to be regarded as an accepted and trusted technique
for verification.

Humans and Machines in Decision Making Processes

The introduction of Al into verification processes inevitably cedes parts of the de-
cision-making to the Al system, even where the Al merely assists inspectors, who
continue to draw their own conclusions. Human analysts have limited control over the
calculation and reasoning of the Al, which however produces information on which
analysts rely. This is true both for probabilistic and selective outputs, in which ana-
lysts only see the partial data which may be biased. All Al approaches share the con-
sequence that the final assessment made by humans is not based on the complete
original data set presented to the Al, but rather on a pre-processed and filtered one.

To use Al responsibly and accountably in verification, questions about the roles of
and interactions between humans and machines must be the subject of discussion.
For instance, there is already a discourse about ethical Al guidelines for applications
in IAEA safeguards.” Even though humans may make a final decision, trust in the de-
cision-supporting Al has been identified as a crucial issue in general.’>? When humans
review or analyze data directly, they can profit from expert intuition and contextual
insights. When Al takes over the data processing step, these “soft” judgement capabi-
lities are difficult to maintain.

Conclusion

Al techniques will very likely play a role for future verification and monitoring. The
amount of data is increasing rapidly in availability and has already been successfully
analyzed with Al in other contexts, making Al an indispensable tool. Trust in the Al
tools used during verification is crucial because drawing conclusions about compli-
ance is the goal of verification and is not only a technical but also a political process.
This is particularly relevant, given that the use of Al in verification necessarily means
that inspectorates have less independent control.

Approaches to deal with this and build trust in Al methods are technical and procedur-
al in nature. On the technical side, XAl techniques can be applied, which can to some
extent explain how input information resulted in a specific assessment. Procedurally,
Al for verification must be planned, developed, and tested in a transparent manner
to build confidence in the Al's results, preferably in international field exercises using
real-world data for validation. At the same time, a dialogue on handling sensitive data
and ensuring model integrity is necessary to enable openness for comprehensive
transparency. This debate must be conducted jointly, involving all stakeholders and
prior to the incorporation of Al into any verification regime.

VERIFICATION “/}

Employing Al in verifica-
tion inevitably changes
the role of humans in the
decision-making process.
The human-computer
interaction must be de-
signed with accountability
in mind.
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Stakeholders should allocate resources now, as Al capabilities advance rapidly and
building sufficient confidence in Al technology will require a considerable effort over
a long time. Because catching up later may prove difficult, states that wish to shape
future international security agreements must engage early.

Fabian Unruh Malte Gottsche

PRIF — Peace Research Institute Frankfurt PRIF — Peace Research Institute Frankfurt/
Technical University of Darmstadt
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Examples of Al Uses in Contexts of Monitoring and
Verification

Al has already been used occasionally in monitoring missions or is considered for future verification:

The United Nations Multidimensional Integrated Stabilization Mission in Mali (MINUSMA) “[used] machine learn-
ing to analyze radio data to detect hate speech, serving as an automated early-warning system for unrest” and
social media was monitored with Al in the United Nations Organization Stabilization Mission in the Democratic

” 1

Republic of the Congo (MONUSCO) “to identify perceptions of the Mission to improve service”.

The IAEA has expressed interest in Al applications in nuclear safeguards implementations and conducts re-
search in this field, e.g. to support inspectors and analysts in reviewing surveillance.? The successful application
of Al techniques to identify changes at nuclear facilities with satellite imagery was demonstrated as part of a
project that also developed a Big Data pipeline for automatic data processing in the context of IAEA safeguards.®

In order to find “approaches for using Al to enhance the effectiveness of the Organisation for the Prohibition of
Chemical Weapons (OPCW), efficiency, and preparedness”, the OPCW has sought research proposals.*

Various types of cameras, acoustic and other sensors as well as drone footage were used in combination by the
Special Monitoring Mission (SMM) to Ukraine, motion sensors by United Nations Peacekeeping Force in Cyprus
(UNFICYP) or radars by MINUSMA.® At least for the SMM, allocating sufficient personal resources needed for
analyzing the data was difficult.® Artificial Intelligence may help solve this issue.

Besides international organizations, Al is also applied in the civil society open-source intelligence (OSINT) com-
munity. For instance, Forensic Architecture used ML classifiers to search for Russian tanks in social media foot-
age of the 2014 Battle of llovaisk and provide proof of the direct military involvement of Russia in Ukraine.” A
Swansea University-led initiative uses Al to search for instances of BLU-63 (a cluster ammunition) in footage
from the civil war in Yemen,® while the investigative journalism platform Bellingcat has developed an Al image
classification tool for their collaborators.®
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Drones

Recent Developments in the
Drone Sector

The rise of drones on the contemporary battlefield shows no signs of
slowing. Indeed, they are only becoming more important. Since last
year's summary article in the CNTR Monitor, the integration of artifici-
al intelligence with drones has intensified and is particularly evident
in the areas of target recognition and identification, swarming beha-
vior, and target engagement. Furthermore, the cat-and-mouse game
between drones and drone defense is still ongoing, with each side
alternately coming out on top, only to be overtaken by the other. Gi-
ven the poor prospects for the international regulation of drone war-
fare and the dynamic trends of technological development, special
attention must be paid to drone defense, both in the military as well
civilian spheres.

When we reported last year that Ukraine aimed to produce one million drones domesti-

cally in 2024, such a target appeared very ambitious. However, according to President

Zelensky, the number actually produced was 2.2 million.” For 2025, the domestic pro-

duction of 4.5 million has been announced and it does not seem unrealistic to expect

that these numbers will be exceeded once again.? It can therefore be assumed that

the idea of the drone as an important mass instrument will continue to gain ground in

military circles. The drone’s significance on the battlefield is now even influencing Ger-

man procurement, a notorious laggard in the field of drone armament. In early April,

the German Ministry of Defense announced the procurement of an unknown quantity

of “loitering ammunition,” initially in small quantities for test purposes, followed by a

For years to come drones  larger quantity at the end of the year.? Also announced was the procurement of three
will play the new central ~ additional Heron TP combat drones, bringing the total to eight. In light of these and
role on battlefields world-  other developments, it is clear that for years to come drones will play the new central

wide.  role on battlefields worldwide.

Once again, Ukraine is the current testbed for new kinds of drone operations, such as
swarm attacks. In the context of drone technology, swarming refers to autonomous
coordination between multiple — and often many — drones. For example, on June 1,
approximately 150 drones successfully attacked Russia’s strategic bomber fleet thou-
sands of kilometers inside Russia, in an operation called “Spiderweb” by Ukrainian au-
thorities. Drones were brought into the vicinity of the bases in civilian delivery vehicles
driven by unknowing Russian drivers. And less than three weeks later, in operation
“Rising Lion,” the recent Israeli attack on Iran, an unknown yet significant number of
drones had been smuggled into Iran months prior to the attack, taking out communi-
cation nodes or air-defense assets, and causing confusion about the whereabouts of
the fighters of the Israeli Defense Forces (IDF). These operations seem to foreshadow
the next level of drone warfare: highly coordinated swarming attacks. In the civilian
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sphere, drone swarms can now involve the coordinated and choreographed use of

over 10,000 drones. An attack of this complexity and scale is significant because until  Operations such as “Spi-
recently the military use of drones swarms has been rather restrained. It is still unclear ~ der Web” and “Rising Lion”
whether and to what extent the approximately 150 drones which attacked Russian suggest that highly coor-
assets were actually coordinating themselves as a swarm or were predominantly con-  dinated swarm attacks
trolled individually. However, the fact that the simultaneous attack had such a signifi-  represent the next stage in
cant impact will fuel further developments in military swarming and the development  drone warfare.

of Al solutions significantly.

Another very interesting aspect of the “Spiderweb” attack is that, according to avail-
able sources, at least some of the drones were remotely piloted by human operators —
which would either imply that there was a time lag involved or that the operators were
relatively close to the facility with limited chances of escape — while others relied on
Al to identify relevant planes worth attacking. According to the definition of the Penta-
gon’s Directive 3000.09, this such a swarm would qualify as an autonomous weapon.
While autonomous targeting is nothing new, thanks to Al it will continue to find its way
into more and more systems in the future. Even Germany expects loitering munitions
to make use of Al for target acquisition, though at this stage only understood as sup-
porting human operators.*

Another development takes these ideas one step further. As reported last year, both
the USA and China have developed Al pilots for conventional fighter jets, making pos-
sible the option of removing humans as the weakest link in the fighter aircraft system.
This development is no longer limited to the two leading Al nations, the USA and Chi-
na. In the meantime, in 2025, the German Al and drone provider Helsing, together with
the defense arm of Saab, have developed an Al agent, ‘Centaur, which could not only
guide a real aircraft but also lead it in a simulated ‘Beyond Visual Range’ (BVR) air
combat.5 According to Helsing, the companies “achieved this major milestone in less
than six months from conception to live flights.” It would be naive to assume that such
experiments and developments are not already underway in other countries. This rais-
es the possibility that other countries will use similar technologies to significantly in-
crease the combat power of their aging fleets without the costs of new procurement,
thereby upsetting regional balances.

Given all these developments, it is obvious that counter-
ing drone warfare, as well as countering counter-drone
warfare, has become a cat-and-mouse game not only
in science labs but on the actual battlefield. In Ukraine,
large areas of land are covered with extremely long fil-
aments that might be plausibly mistaken for immense
spider threads. Yet far from being natural fibers, these
filaments are the remnants of so called “fly-by-wire”
drones. As part of the race to avoid electronic jamming
and interference, more and more drones are steered via
extremely thin fiber-optic cables, usually with a length

between 9 and 20 kilometers, thereby copying (at least Ukrainian FPV drone with fiber-optic communication channel.

to some e)s(tent) similar developments in the realm of Photo: ApmisilHpopm (news agency of the Ministry of Defense
torpedoes. of Ukraine) via wikimedia commons, CC BY 4.0.

p

It is obvious that many drone defense systems, which do rely on electronic warfare,
are useless against systems utilizing fly-by-wire drones or similar autonomous coun-
terparts. The next version of the German main battle tank, the Leopard A8 will receive
an active defense system called “Trophy”, protecting the tank from rocket propelled
grenades (RPGs) as well as drones.” Another example is the tender issued by the
German Armed Forces Procurement Office for a new on-board cannon for the German
Navy’s ships. An important feature of this new 30mm cannon is its integration into
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Drone warfare is develop-
ing rapidly, which is why
significant investment in
drone defense and interna-
tional cooperation for its
development is required.
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the existing fire control systems as well as the ability to fire so-called air-burst ammu-
nition for drone defense.? This also applies to the Skyranger, the Bundeswehr’s new
system for tactical air defense.

In sum: Drone warfare is rapidly evolving, driven by Al, mass production, and new
tactics like swarming and fiber-optic guidance. Such developments pose significant
challenges to traditional defenses. Given these dynamics and given the state of in-
ternational arms control, heavy investment in creative counter drone technology and
the fostering of international cooperation on drone defense R&D is clearly the order
of the day.

Niklas Schornig

PRIF — Peace Research Institute Frankfurt
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Nuclear Physics

Advanced Reactors and Interna-
tional Security

New types of nuclear facilities — using small modular reactors and
novel advanced reactors - are seen as potential low-carbon source of
electricity to complement renewables. These new concepts seek to
replace the traditional large nuclear power plants with smaller facili-
ties, housing clusters of small reactors. If realized, this will lead to new
challenges for nuclear security and safeguards, due to the logistics of
safeguarding more sites, the infrastructure required for higher fuel en-
richment, and the technological challenges of verifying the operation
of compact reactors. Additionally, these new fuel types could also lead
to economic dependencies, especially while fabrication capacity is still
being developed. However, because this area is still undergoing active
research and development, there is an opportunity to address these
concerns by developing verification techniques and by including secu-
rity and safeguards measures into design of new power plant.

The challenge of climate change has led to efforts to reduce carbon emissions, push-

ing countries towards a decarbonization of their economy. Reducing the use of fossil ~ Small Modular Reactor
fuels in the sectors of transport and heating can be achieved by switching to electric-  (SMR): A nuclear reactor
ity-based alternatives, e.g. electric vehicles or heat pumps for residential heating. At  producing no more than
the same time, the growth of data center services, including developments in the Al 300 megawatts of electri-
sector, has increased electricity demand. To address this increase in demand, there  cal power. These reactors
has been a renewed interest in nuclear power due to its low carbon footprint and  are planned to be produced
the ability to provide baseload power plants complementing renewables. However, as modules in an off-site
large conventional nuclear power plants, with reactors producing several gigawatts  factory and then be trans-
of electricity, have proven to be economically challenging, with high upfront construc-  ported to a power plant.
tion costs and complex construction that can sometimes last decades. The nuclear  Many concepts foresee
industry plans to overcome these hurdles through new implementation strategies.  the combination of several
Two key concepts in this context are “small modular reactors” (SMRs) deliveringup to  modules on the same site.
300 megawatts of electricity, as well as “novel advanced reactors” (NARs) that further

differ from existing power plants by using new types of fuel or coolant.

Technical Background of Small Reactors
& Novel Reactors

To overcome economic hurdles such as high construction costs and extended con-
struction times, SMR manufacturers plan to factory-produce small reactor modules in
a modular fashion, to be delivered to an intended power plant location, instead of the
current model of building large-scale nuclear power plants at long-term construction
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Novel Advanced Reactor
(NAR): A nuclear reactor
design utilizing reactor
technology that has not
been used in existing com-
mercial reactors. These
designs foresee the use of
new types or forms of fuel
and/or different coolants,
such as molten salt, lead, or
inert gases, unlike com-
mercial reactors, which are
mostly water-cooled.

Pressurized Water Reactor
(PWR): A nuclear reactor
design utilizing light water
as coolant and neutron
moderator. A pressure ves-
sel surrounding the reactor
keeps the water in a liquid
state throughout operation.
PWRs are the most com-
mon design for commer-
cial nuclear power plants,
which are usually operated
with fuel with 3-5% uranium
enrichment.

Many smaller reactor
designs require higher
enriched "HALEU” fuel to
operate, as the smaller
size changes the reactor
physics.
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sites. By building these modules in a factory, the modules are expected to be lower
in cost by re-using machine tooling and production staff across reactor modules. By
using standardized and simplified designs, regulatory licensing is also expected to be
accelerated by harmonizing certification. These small reactor modules are intended
to be transported to a site, where several modules are combined to form a cluster of
reactors. These clusters can either consist of many reactor modules (6-12) to pro-
duce power comparable to a large conventional nuclear power plant or of a small
number of modules (4-6) for a more decentralized grid. This scalability also allows for
potential co-location with industrial sites or data centers. Design-wise, the majority
of SMRs are scaled down versions of existing commercial reactor designs, including
pressurized water reactors (PWRs) as most commonly used in conventional nuclear
power plants, often with a design focus on passive safety and tighter integration of
components — such as the steam generator - into the reactor module itself.

However, a major technical issue with smaller reactors is a lower fuel economy. Large
nuclear power plants are designed to maximize efficiency and fuel utilization, which
can be understood as a relationship between a reactor’s volume and surface area. To
sustain a nuclear chain reaction, the neutrons liberated during nuclear fission must
remain in the reactor core to continue the chain reaction by initiating more fissions.
Shrinking a reactor decreases the ratio of volume to surface, allowing more neutrons
to make their way to the surface and “leak” from the reactor. To compensate, many
SMR designs intend to increase the degree of fuel enrichment, i.e. increasing the
amount of easily fissionable uranium isotopes (***U) in the fuel from the usual low
enriched uranium (LEU), with 3-5% 23U, to high-assay low enriched uranium (HALEU),
with up to 20% of 235U.2

NARs aim to enhance fuel efficiency with new types of fuel or coolants that optimize
the neutron economy of small reactors, such as mixed oxide (MOX) or uranium nitride
(UN) fuels. Many of these new fuel types also aim for higher enrichment by utilizing
HALEU, on which this chapter will focus. New form factors for fuel are also being
developed, such as ceramic fuel particles embedded in a graphite matrix, either in the
shape of tennis ball-sized pebbles or “prismatic” fuel blocks. The advantage of these
new fuel forms is the compatibility with alternative coolants, such as molten salts or
inert gases. Water is used as coolant in most large-scale power plants, but since it is
a very good neutron absorber, PWR-like designs lose neutrons within the water. Gases,
however, are low in density, while the heavier elements making up salts absorb fewer
neutrons. These coolants also have the advantage of allowing higher operational tem-
peratures; typically, the critical point of water limits the coolant temperature. The al-
ternative coolants, however, are either already gaseous or have a much higher critical
point than water, allowing high temperature operation (>400 °C). Higher temperatures
increase the thermodynamic efficiency of a power plant, producing more electricity
per unit of heat generated and are beneficial for efficient use of the output heat, e.g.
for district heating, desalination or industrial processes.

Finally, some NAR designs consider sealing the fuel inside the reactor vessel for the
entirety of operation, as the better fuel efficiency from higher enrichment and neutron
economy optimization, combined with a lower electrical output, can allow long-term
use (10+ years) without refueling. NARs are technically rooted in previous reactor re-
search, commonly summarized as “Generation IV” nuclear power plants, but as none
of these Generation IV designs have been deployed commercially, NARs still require
substantial research and development effort.®

Implications of HALEU as Nuclear Fuel

The key difference between LEU and weapons-capable highly enriched uranium (HEU)
is the 25U content in uranium, as only 25U is fissile, i.e. capable of sustaining the rapid-
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ly multiplying chain reaction in a nuclear weapon. Natural uranium consists mostly of
238 and less than 1% of 235U. In enrichment facilities, the uranium isotopes are separat-
ed to create enriched uranium with a higher fraction of 235U. Whether producing LEU/
HALEU or HEU, the underlying separation techniques are the same, but the separative
work required for reaching high enrichment is not linear: producing HEU from HALEU
with 20% 2%°U requires only ca. 40% of the separative work required to produce HEU
from LEU with 5% %°U as feed material,* illustrated in Figure 1. This raises the overall
proliferation risk, as HALEU is more attractive to divert for weapons use and requires
less time and resources to convert to military use (“breakout time”). Additionally, past
research suggests that HALEU with 20% %°U can potentially be used to construct a
weapon, however, such a device would be significantly larger than current warheads.®

®
>0

Uranium Enrichment: The
process of separating the
isotopes of natural uranium
to raise the fraction of 25U
within the uranium. Most
traditional nuclear reactors
require 3-5% enrichment

to operate, while nuclear
weapons typically require
enrichments above 80%.
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Figure 1: Relative effort required for increased uranium enrichment, showing the required separative work units (SWU) in relation to the
desired ?°*U enrichment. Calculations® assumes natural uranium with 0.711% abundance of 2*°U and “tails” assay of 0.20%.

Another consideration is the availability of HALEU. At the moment, Russia is the only
commercial producer of HALEU, making any HALEU-based reactor reliant on Russian
exports. Currently, the United Kingdom is investing heavily into HALEU production fa-
cilities,” and the U.S. is pursuing a HALEU availability program.® However, HALEU is not
expected to be commercially available from these new facilities for several years. Were
these programs to suffer from delays, the supply chain for SMRs would be dependent
on a single state. The risk of dependency is especially problematic due to the potential
political leverage of a single provider, an undesirable outcome given the adversarial
position of Russia in the current geopolitical climate. Conversion of existing facilities
to HALEU production is not seen as an alternative, as the assumption of 5% maximum
enrichment has shaped facility design and safety procedures and a conversion would
therefore require extensive operational reassessment for higher enrichments.®

HALEU fuel raises addition-
al proliferation concerns
due to easier conversion
into weapons-grade ma-
terial. Additionally, there

is uncertainty about the
availability of HALEU due to
the lack of an established
commercial supply chain.
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On the JCPOA see p. 92.

Nuclear Safeguards:
Technical measures and
inspections to prevent

the clandestine diversion
and use of nuclear mate-
rial for military purposes.
World-wide, safeguards
inspections are conduct-
ed by the IAEA and are a
treaty obligation under the
Non-Proliferation Treaty
for non-nuclear-weapons
states (NNWS). Some fa-
cilities in nuclear-weapons
states are also under safe-
guards as part of Voluntary
Offer Agreements.

New SMR and NAR facili-
ties pose new logistical and
technical changes for moni-

toring and inspections and
may require adaptations to
current security and safe-
guards approaches.

A final consideration regarding HALEU is that the push for higher enriched commer-
cial fuel might place pressure on the non-proliferation efforts. For example, limits
were placed on Iran as part of the JCPOA,'° restricting Iran’s uranium enrichment to
3.67%. If HALEU becomes the new “commercial standard”, placing enrichment limits
below HALEU levels in any international agreements will likely become less viable.

Security and Safeguards Challenges of
Small Facilities

The plans for SMR deployment foresee many smaller nuclear sites, potentially co-lo-
cated with a facility requiring electricity (such as a data center) or heat (chemical
factory, desalination). The change to smaller sites has direct consequences for the
physical security of sites to prevent unauthorized access to nuclear material and the
safeguards regime for detecting clandestine diversion of fissile material. Approaches
to both problems have traditionally relied on the current model of nuclear facilities: a
relatively small number of reactors and fuel storage located in dedicated locations
with multilayered security barriers surrounding the facility.”” The potential increase in
the total number of facilities as well as a smaller security perimeter means adequate
surveillance and verification inspections require more personnel and effort to main-
tain current response and detection times.

Another complication arising from the increase in nuclear sites is safety and secu-
rity during armed conflicts. During the Russian invasion of Ukraine, the occupation
of the Zaporizhzhia Nuclear Power Plant raised major international concerns.'? With
an increased number of nuclear sites, the likelihood of nuclear sites being similarly
involved in armed conflicts also increases, leading to a higher risk of accidental or
deliberate radiological release.

The co-location with other facilities, as well as the use in remote locations — such
as mining communities — further increases the logistical demands on a safeguards
inspectorate. This is especially critical because the International Atomic Energy Agen-
cy (IAEA) that maintains the safeguards regime is subject to strict budgetary con-
straints. One strategy to mitigate this issue is the increased use of remote monitoring
systems for safeguards. However, because this requires remote data transmission
to the inspectorate headquarters, a potential side effect is a larger attack surface
for cyberattacks. If reactors are intended to be internationally transported between
manufacturing and operating state without unsealing, then mobile reactor concepts
or designs with fuel sealed inside the reactor vessel will likely require new inspection
protocols, raising the question of responsibility and liability for material accountancy
or discrepancies between inspections.

Finally, the physically smaller size of the proposed SMRs/NARs means a higher den-
sity of reactor components, making material sampling or quantitative measurements
more challenging. Similarly, the new materials proposed by NARs (fuel pebbles, liquid
fuel, molten salt coolants) also mean current verification techniques might not be
applicable to these future designs.™

Better Security & Safeguards - by Design

The challenges to security and safeguards posed by these new developments can be
addressed on several levels: Firstly, additional consideration should be given to SMRs
and NARs that can achieve their goals without HALEU or other fuel types with addi-
tional proliferation concerns, requiring no — or only — a moderate increase of enrich-
ment. Secondly, there must be research and development to develop new verification
techniques, — or to adapt existing techniques — for new reactor types, to prevent any
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gaps in capability. This includes the development of techniques to verify reactor op-  New reactor designs
eration and fuel composition more quickly, reliably, and precisely, to reduce the logis-  are still in development,
tical burden imposed by the increased number of facilities. Thirdly, because most of  presenting a window of
these new reactor designs are still in the research and development phase, thereisthe  opportunity to address the
chance to integrate new technology and regulatory requirements into the design pro-  problems on a technical
cess. However, this requires timely engagement with the reactor designers and sup-  and regulatory level.
porting existing initiatives, e.g. “safeguards-by-design”.'* Ideally, these aspects need

to be addressed by all stakeholders during the entire process (investment, research

and development, site selection, site licensing), which should ideally see the future

users and operators (and not only reactor developers) included early in the process.

Yan-Jie Schnellbach

Technical University of Darmstadt/PRIF — Peace Research Institute Frankfurt
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Chemistry

Self-Driving Laboratories

Self-Driving Laboratories represent a new technology integrating ar-
tificial intelligence, chemistry, and robotics with the goal of automat-
ing experimental laboratory work to make it faster, more reproduc-
ible, and - potentially - capable of operating without direct human
intervention. While significant advancements have been achieved in
recent years by both the scientific research community and indus-
try, SDLs remain an emerging technology. Nevertheless, it is already
evident that a comprehensive governance framework around SDLs
is essential. This should encompass structured education initiatives,
institutionalized cooperation with international bodies (e.g. OPCW),
and the expansion of existing legal instruments to explicitly regulate
the application of Al in domains relevant to chemical security. More-
over, access to these systems should only be granted to professionals
with comprehensive justification.

The concept of Self-Driving Laboratories (SDLs) originates from the integration of
artificial intelligence with chemistry software, robotic systems, and laboratory auto-
mation platforms. SDLs operate within a ‘closed-loop’ framework, where Al, guided
by user-defined algorithms, autonomously designs and plans experiments that are
For more information on ~ then executed by robotically automated laboratory systems. After each experiment,
Al tools in chemistry see  the results are analyzed and the system uses the resulting data to optimize future
page 37 ff.  experiments, maximizing information gain while minimizing the number of required
steps and trials.

The principles underlying SDLs emerged in the mid-20th century with the automation
of simple laboratory tasks, such as sample preparation and data analysis." Following
T.L. Isenhour’s proposal to use Al to plan robotic experiments in 1985,2 the integration
of laboratory robots with more complex machine learning (ML) algorithms has rapidly
advanced, providing a platform that led to the creation of SDLs in the 2000s.

While the incorporation of SDLs into the chemical industry and research is not yet
routine, it is expected that this technology will experience rapid growth and devel-
opment. The implementation of SDLs is likely to lead to significant advances in task
completion speed, process optimization, and scientific discovery. Recently, numerous
research groups have already described different types of SDLs.® However, this tech-
nology is not without potential risks if misused.

Workflow in Self-Driving Laboratories

The main processes that make up the workflow of an SDL are described below. Each
step is accompanied by a practical example (described in blue and italics) to facilitate
the understanding of the whole process:
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Human prompt: The scientist describes and types the task she/he wants to execute
in a clear and concise manner.

Design and synthesize a new molecule A that is colored red and smells like roses.

1. Planning. The Al system equipped with chemistry tools is responsible for carrying
out this first step. The Al conducts a bibliographic search for chemical compounds
that meet the requested requirements and proposes a chemical structure that pre-
sumably will fulfil these requirements. Next, it plans a synthesis route to obtain the
chosen compound. In this step, the molecule typically undergoes a control check to
confirm that the substance is not explosive and does not constitute a chemical war-
fare agent (CWA).

The Al looks for already published molecules that depict a red color and smell like
roses. Based on these already known structures, it proposes a new molecule A that is
supposed to meet the properties requested. The system then provides a possible syn-
thesis route to obtain molecule A.

2. Action. The Al system interfaces with the physical world by transmitting synthesis
instructions to an automated chemical laboratory, which executes them through a
series of robotic operations. Ideally, the SDL is stocked with the necessary chemicals
and consumables; however, certain materials may still require manual input from a
human operator, meaning the process is not yet fully autonomous. The robotic pro-
cedures may include tasks such as weighing precursor compounds, carrying out syn-
thesis reactions, and performing separation, purification, and characterization steps.

The Al informs the automated laboratory about the selected route to synthesize A. Ro-
botic systems carry out the reaction steps to obtain the product: they weigh the re-
agents and dissolve them in the chosen solvent, execute the reaction, and finally purify
compound A to separate

it from impurities and

by-products. Finally, it eval-

uates whether compound

A is red through visible Human prompt

absorption spectroscopy

and checks whether the

CHEMISTRY é

product smells like roses — 1. Planning 2. Action
using an electronic nose

(machine olfaction).

3. Analysis. The Al ana- 3. Analysis

lyzes whether the results

obtained after the action

process meet the prompt

made by the human. If the

answer is yes, the experi-

ment concludes. If the answer is no, the process repeats with a new planning cycle,
incorporating insights from the initial cycle to enhance optimization.

The results obtained through visible absorption spectroscopy and machine olfaction
are analyzed. It is evaluated whether compound A is truly red and if it smells like roses.
If that is the case, the experiment concludes. Otherwise, the planning process is repeat-
ed to synthesize another molecule whose chemical structure more adequately meets
the required properties.
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The design and assem-
bly of SDLs have spread
globally, signaling that this
emerging technology is
here to stay.

Self-Driving Laboratories: Applications
Unleashed

The design and assembly of SDLs have spread globally, signaling that this emerging
technology is here to stay. As such, chemists have begun embracing these advance-
ments and adapting their workflows to fully harness the benefits SDLs offer. These
include the ability to perform automated chemistry tasks without human intervention
— particularly valuable when working with toxic substances — accelerating experimen-
tal processes and optimizing reaction conditions.

In 2024, Gary Tom and colleagues published a review describing the state-of-the-art in
SDLs technology, its applications across various scientific disciplines, and its poten-
tial implications for both research and industry.* The following paragraphs highlight
some of the most significant applications:

Analytical Process Optimization. Over the past fifty years, techniques have been
progressively developed to automate sample preparation. More advanced systems —
featuring robotic arms and flow-based automation — began to emerge in the late 20th
century.® Separation and purification processes, such as gas and liquid chromatog-
raphy, have since been optimized through the use of SDLs.® Additionally, SDLs have
been employed to enhance other processes, including liquid-liquid extraction” and pH
adjustment.® Machine learning-guided X-ray diffraction techniques (analytical tech-
nique used to determine the atomic and molecular structure of crystalline materials)
have also significantly improved material characterization and enabled more efficient
in-situ analysis.’

Reaction Optimization. The application of Al and SDLs for reaction optimization has
seen substantial growth, driven by advancements in digitalization, computational power,
and the accessibility of specialized software. These technologies have been success-
fully applied across a wide range of reaction types, including those in electrocatalysis
(enhancement of the rate of electrochemical reactions by using a catalyst),”® organoca-
talysis (acceleration of chemical reactions by using specific organic molecules as cat-
alysts),"" and waste valorization (transformation of waste materials into valuable prod-
ucts).'? However, it is important to recognize that scalability remains a key challenge and
must be carefully addressed in the design of SDLs intended for this application.

Drug Discovery. Drug discovery is one of the major innovation drivers in the chemical
industry, and SDLs represent a promising technology with the potential to remove
bottlenecks and reduce human intervention in the discovery of new drugs. To date,
SDLs have demonstrated the ability to optimize individual stages of the small mole-
cule discovery pipeline. Early examples include the robots Adam and Eve, which were
designed to identify drug targets and support drug discovery in a more cost-effective
manner.”® More recent advancements have led to newer SDL systems capable of au-
tomating and accelerating various aspects of the drug discovery process.™

Materials. SDLs have enabled significant advancements in the field of structural
materials, such as the autonomous discovery of functional inorganic compounds.'®
Applications have also expanded into optoelectronic materials — for example, in the
autonomous discovery and optimization of perovskites (photoactive materials with
applications in optoelectronic devices, such as solar cells).’ Importantly, SDLs have
contributed to progress in energy storage materials as well, such as the development
of thin films for solid oxide fuel cells.’” However, some researchers have noted that
current SDL systems still have limitations; in particular, they may misclassify previous-
ly known compounds as novel materials.’® This highlights the need for further refine-
ment in data interpretation and validation processes within SDL workflows.

64
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To mention some concrete examples, several research centers in Germany are already
dedicated to developing new Al-based technologies and infrastructure in collaboration
with industry. Notable examples include the Karlsruhe Institute of Technology (KIT)
Materials Center,' and the German Federal Institute for Materials Research and Test-
ing (BAM).?° On the international stage, IBM developed a project called RoboRXN - a
technology designed to propose viable retrosynthesis pathways for molecule creation
using data from scientific literature and laboratory notes.?' It then translates these
steps into machine-readable instructions, which are sent to automation hardware to
execute the synthesis of the target molecule. The company Merck KGaA is also cur-
rently working on Al-driven experimentation planners and self-driving laboratories.?

Opportunities and Risks

Expanding upon the earlier analysis in the chapter “Al Developments in Chemistry”,
the introduction of SDLs opens avenues for improving chemical weapons defense but
also carries risks related to misuse. This section analyzes these dual-use aspects and
concludes with policy recommendations to reduce the risks.

Opportunities

SDLs are already employed by various companies for applications such as drug syn-
thesis and the development of new materials. One of the most promising opportuni-
ties for SDL in strengthening defenses against chemical weapons lies in their poten-
tial to synthesize antidotes using Al-driven automation. Antidotes such as atropine
and various oximes — commonly used to treat exposure to nerve agents — could po-
tentially be synthesized efficiently and at scale using SDLs.

Beyond synthesizing known antidotes, SDLs also hold the potential to produce novel
compounds that may serve as effective countermeasures. However, to the best of
my knowledge, there are currently no reported examples of SDLs being applied to
these specific use cases. Nonetheless, significant advancements in this area may
arise soon.

Risks and Challenges

The chapter “Al Developments in Chemistry” has already highlighted the dual-use con-
cerns surrounding Al and SDLs. A key distinction in assessing the risks posed by Al
in chemistry versus SDLs lies in the latter's ability to translate digital information —
generated or enhanced by Al tools - into tangible outcomes. In other words, the most
significant risk is the potential for SDLs to materialize Al-generated information into
the physical synthesis of toxic chemicals and CWAs. SDLs are potentially capable not
only of automating the synthesis of known toxic compounds but also of optimizing
their production processes or even autonomously designing and synthesizing new
toxic agents with reduced human intervention.

While this risk is real, several limitations currently diminish the likelihood of fully auto-
mated CWA synthesis. Some of the key limitations include:

Unfeasible synthetic routes. Al sometimes proposes synthetic routes that are either
nonsensical or technically unworkable. As a result, transitioning from a retrosynthetic
plan to real-world execution remains a significant challenge, especially without human
oversight.

Scalability issues. Reactions can yield very different results depending on the scale
of synthesis, whether the goal is producing a small quantity (e.g., 1 gram) or a much
larger amount (e.g., 1 ton) of material.

Expertise requirements. Perpetrators attempting to synthesize toxic chemicals or
CWAs would need a high level of expertise — not only in chemistry, including the safe
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Several research centers in
Germany are already ded-
icated to developing new
Al-based technologies and
infrastructures in collabo-
ration with industry.

See page 37 ft.

While there is a real risk,
there are currently several
limitations that make fully
automated synthesis of
chemical warfare agents
less likely.



TRENDS \ SELF-DRIVING LABORATORIES 66

handling and storage of hazardous substances, but also in engineering, automation,
and robotics — to successfully carry out these complex processes.

Access to reagents and facilities. Perpetrators would require access to specialized
reagents and equipment, presenting a substantial barrier to carrying out such acti-
vities. These factors are critical and must be carefully considered in the design and
intended use of any SDL.

These constraints serve as obstacles to the materialization of the threat, making it
more likely for perpetrators to obtain toxic chemicals or CWAs through less sophisti-
cated methods.

Actions and Preventive Measures
In alignment with the policy recommendations articulated for Al-integrated chemical
Seep.41f  research, governing SDLs in chemistry requires structured and coordinated action.
National government and research institutions, in coordination with international or-
ganizations such as the OPCW, should take the lead in implementing these regulati-
ons. This effort should include structured education initiatives to enhance Al literacy
and ethical awareness across all levels of scientific training. Institutionalized coopera-
tion with the OPCW will be essential to monitor and manage dual-use risks effectively.
Additionally, existing legal instruments — such as the EU Al Act — should be expanded
For more information on  to explicitly regulate the application of Al in fields relevant to chemical and biological
the EU Al Act see p. 99.  security. Beyond these measures, advanced Al security architectures must be develo-
ped to safeguard against unauthorized access and potential misuse. Access to these
systems should only be granted to professionals with comprehensive justification and

ethical clearance.

Carmen Garcia Lopez

PRIF — Peace Research Institute Frankfurt
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Biotechnology

Mirror Life and the Science of
Chirality

This chapter examines the science behind mirror-image life forms, fo-
cusing on how such organisms might be built and how they could in-
teract with natural ecosystems. It explains the importance of molec-
ular chirality, highlights recent progress in synthesizing short mirror
DNA strands, and discusses why some scientists now view mirror life
as a source of potential ecological and security risks. Key takeaways
include calls for either a research pause or strict global standards,
plus independent oversight to manage ecological and security risks
before mirror life becomes feasible.

A 300-page technical report released in December 2024 warns that creating a “mir-
rored” organism could cause severe ecological disruptions.” The authors urge the
global research community, policymakers, funders, industry, civil society, and the pub-
lic to engage in broader discussions to determine a responsible path forward.

To understand why such concerns are being raised, it is essential to grasp the basic

science behind mirror life, starting with chirality. All organisms on Earth contain chiral

molecules that are often compared to human hands since they come in left-handed

Receptor: A structure in or  and right-handed forms. Just like our hands, which are mirror images of each other
on a cell that binds specif-  but remain misaligned no matter how we rotate them, chiral molecules also cannot
ic molecules, triggering a  be perfectly superimposed. Chiral molecules like DNA, RNA, and amino acids are all
response or allowing the ~ found only in one chiral form in life on Earth. While one of these molecules might fit

cell to recognize certain ~ perfectly into the receptor, the other will not.

substances. L . . . .
This significant difference between the two chiral versions of a molecule can be illus-

trated by the example from the 1950s and 1960s with the development of the drug
Thalidomide. Widely prescribed to pregnant women for the treatment of morning
sickness, Thalidomide was later found to be a mixture of chiral molecules. While the
left-handed version was effective, the right-handed version proved highly toxic, lead-
ing to the thousands of children worldwide with severe birth defects.?

Chiral Molecules: From Discovery to
Dilemma

In 2016, scientists succeeded in creating a mirror image of a polymerase.® At the time,

Polymerase: An enzyme  the researchers were excited about the advancements, describing it as a milestone

that helps build DNA or  that would bring them closer to creating the mirror-image of an entire cell. Other than

RNA strands by connecting  just pure scientific curiosity, the development could mean new opportunities in mate-

building blocks called nu-  rials science, fuel synthesis, and pharmaceutical research. For example, mirror-image

cleotides in the right order.  peptides (D-peptides) are being developed because they resist natural enzymes, an
approach used in some cancer drugs and antimicrobial agents.
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However, with the discovery of mirror life has come the recognition that there is noth-
ing on earth that can limit the reproduction of mirror life (e.g., diseases or bacterio-
phages). Initially, it might have been considered a selling point that the body cannot
break down these mirror-version proteins and molecules, but this same incompatibili-
ty with natural life is now causing alarm in scientific community. Early enthusiasm was
supported by grants, such as an almost 3-million USD grant in 2019, for “Collaborative
Research: Booting up a Mirror Cell”.# The grant abstract states that “[f[rom an applied
perspective, the work could enable the production of entirely new classes of materials
and mirror drugs endowed with improved stability and activity. Creating substances
that were previously impossible to create will lead to the next-generation of renewable
biotechnology and medical products.” The researchers promised to develop a foun-
dation for mirror cells through different activities, such as “developing schemes for
chemically synthesizing mirror biomolecules; repurposing the natural biological ma-
chinery to synthesize mirror nucleic acids and proteins; developing a computational
framework for predicting the physiological impact of alternative chirality”.
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and sometimes as a thera-
peutic option for bacterial
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L-Nucleotides / D-Nucle-
otides: Two mirror-image
forms of the chemical
building blocks that make
up DNA and RNA; natural
life uses only L-forms,
while D-forms are syn-
thetic mirror versions.

For more information on
DNA synthesis, see the
chapter starting on p. 72.

Ribosome: A molecular
machine inside cells that
reads genetic instructions
and assembles proteins
from amino acids.

Physical and biological
containment strategies
can reduce risks, but can-
not eliminate them entirely.

Now, several previously optimistic researchers have changed their minds about the
risks and advantages of mirror life. While most experts predict that mirrored organisms
are still decades from becoming a reality, a report published in December 2024° raises
an early warning. The 300-page report, titled “Technical Report on Mirror Bacteria: Fea-
sibility and Risks,” is accompanied by a Science article® from more than 30 authors in
10 countries. The report outlines the potential harms of mirrored life but uses specula-
tive language throughout, with terms like “may” and “possible”.” This emphasizes that
there is no clear understanding of how a mirrored organism would spread, its potential
infectiousness or lethality to natural life, or whether and how it could be contained.
The report also highlights the concern that, with their opposite chirality, robust mirror
bacteria could in principle evade immune defenses, resist predators, and infect a wide
range of hosts across diverse environments. Even though the timeline for the creation
of mirror bacteria remains uncertain, the Science article’s authors emphasize that now
is the right moment to anticipate and mitigate risks, before they materialize.

Building a Mirror Cell - Scientific
Challenges and Requirements

There is no simple way to build a mirror cell. While a few scientists speculate that par-
tial systems or basic mirror-life components might emerge within a few years, the ma-
jority believe that constructing a complete, self-sustaining mirror organism will likely
require at least a decade of further research and technological advances. Even the
simplest bacterial cell is a complex system, requiring protein-assembling machinery,
as well as synthesis of a mirrored genome from L-nucleotides. The chemical synthe-
sis of short D-oligonucleotides (such as D-DNA and D-RNA), which occur naturally,
has become fairly routine. However, constructing an entire genome composed of mir-
ror-image nucleotides presents a significantly greater challenge.

Another major challenge is building a mirrored ribosome. Ribosomes are complex
biomachines used by all organisms to build proteins based on genetic instructions in
their DNA. They are made up of several individual proteins and RNA pieces, each of
which is crucial for correct functioning. Assembling a functioning mirror-ribosome in
a test tube is neither easy nor cheap. However, the cost barrier is gradually diminish-
ing, a trend shared with other advancements in biotechnology.®

Balancing Innovation and Biosecurity

Science often faces a key dilemma: whether to advance progress or pause to prevent
potential risks — a debate with a long historical precedent. As scientists work to better
understand the risks of mirror life, several experts have called for a pause on mirror
life research, including halting funding and refraining from launching new projects.®

If mirror bacteria are created, it could become possible to develop more robust and
diverse strains, raising significant biosafety and biosecurity concerns. Scientists
worldwide work with dangerous pathogens in safe laboratories, designated by their
BSL (Biosafety Level). BSL4 labs are used to study airborne pathogens and toxins
that cause deadly diseases with no available vaccine or treatment. These labs are
highly safe but are still susceptible to accidents. Considering the potential risks of
such escape, physical containment alone would be insufficient for experiments with
such biological agents. Biological containment methods that engineer organisms to
depend on specific (bio)chemicals for growth' could offer additional security but are
currently insufficient to provide a robust guarantee. Such containment strategies can
reduce risk, but they are not foolproof, because organisms may evolve to overcome
engineered dependencies, or environmental factors might inadvertently supply the re-
quired chemicals.
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Our understanding of how mirror organisms would interact with ecosystems remains
limited. Evolution may yield unexpected adaptations, and disruptions to nutrient cy-
cles, microbial competition, or chemical balances could have ripple effects. This rec-
ognition echoes the 1975 Asilomar Conference, as well as “The Spirit of Asilomar”
summit (February 2025), where scientists reaffirmed that research with marginal ben-
efit but high risk deserves restraint. More recently, the Paris Conference on Risks from
Mirror Life (June 2025, Institut Pasteur) brought renewed urgency to this debate.

Given ongoing uncertainties and potential consequences, mirror life research calls
for sustained oversight, transparent global dialogue, and continuous risk evaluation
before further advancement. Some experts have proposed a complete moratorium on
mirror life research, including halting funding and suspending new projects, to allow
time for thorough ethical reflection, international dialogue, and careful examination of
potential risks and benefits. Others believe research could continue under strict condi-
tions, provided that comprehensive international biosafety and biosecurity standards
are developed to regulate laboratory containment, prevent environmental release, and
establish clear governance and accountability measures. In addition, there is strong
support for implementing monitoring and risk assessment programs that include in-
dependent scientific review, transparent public reporting, and mechanisms for ongo-
ing reassessment of ecological and societal risks. Such programs should also include
early warning systems to detect unintended outcomes or breaches of containment.

Kadri Reis

PRIF — Peace Research Institute Frankfurt
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Biotechnology

DNA Synthesis Screening

DNA synthesis technologies are rapidly advancing and becoming
more widely accessible, raising concerns about their potential mis-
use in the creation of harmful biological agents. Screening measures
exist but remain fragmented and voluntary, leaving gaps that could
be exploited, particularly given developments in Al that enable the
design of novel pathogens. Strengthening security will require uni-
versal screening standards, international cooperation to update tools
and practices, and robust cybersecurity in laboratories to safeguard
against emerging biological and digital threats.

Nucleic acids (DNA, RNA):

Molecules that carry the
instructions for how living
things grow and function.

Next-Generation Sequenc-
ing (NGS): A method of
analyzing genetic material
that allows for the rap-

id sequencing of large
amounts of DNA or RNA.
Compared to traditional
sequencing techniques
(e.g., Sanger sequencing),
NGS can simultaneously
sequence millions of small
fragments of DNA.

All living organisms, including those that can be used for malicious purposes, share
one critical feature: their genomes are made of nucleic acids (DNA or RNA). Nucleic
acids can be isolated from biological material and then sequenced, i.e., “read”. The
outcome is a sequence of bases in a DNA fragment which can be used in applications
from ancestry studies and human heritable disease analysis to biodefense or pan-
demic preparedness and response.

The increasing availability of pathogen genome sequences and high-throughput se-
qguencing methods enables the detection of pathogenic microorganisms in complex
environments. For example, using Next-Generation Sequencing (NGS) to analyze the
total DNA from a sample allows for the identification of various microbial species
and strains, e.g., for infectious disease surveillance. Sequencing methodologies also
play a crucial role in microbial forensics, helping to determine the likely source and/or
perpetrator(s) of a deliberate release.

From Reading to Writing: DNA Synthesis

DNA synthesis technology “prints” DNA, allowing researchers to engineer biological
systems to gain insights into their functions. Synthetic DNA is used globally in biosci-
ence laboratories and is essential for many biotechnological advancements, including
agricultural products, pharmaceuticals, advanced fuels, and other biomanufacturing
applications. DNA synthesis is a continuously growing industry, and today, almost
everything in a molecular biology laboratory requires the ability to produce DNA frag-
ments of specific lengths and sequences - a business that is reaching annual sales
worth hundreds of millions of dollars.’

However, like any powerful tool, synthetic DNA carries risks, both accidental and in-
tentional. Because viral genomes can be synthesized and activated into living viruses,
a major concern is the potential release of engineered pathogens. At present, most
synthetic DNA is provided by companies that have voluntarily implemented a screen-
ing system to mitigate this risk.

Many experts argue that next-generation benchtop DNA synthesis devices will make
DNA synthesis more accessible to a broader range of users, including malicious ac-
tors, highlighting the need for a universal screening mechanism.
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DNA (Synthesis) Screening

While screening nucleic acid synthesis orders is not yet mandated by any national
government, DNA providers belonging to the International Gene Synthesis Consor-
tium (IGSC) voluntarily screen both orders and customers to ensure that DNA con-
taining potentially harmful sequences is not sold to individuals lacking a legitimate
purpose. However, the Nuclear Threat Initiative think tank estimates that these com-
panies make up only around 80% of the global market share.? The IGSC requires DNA
synthesizers to screen every 200-base-pair (bp) sub-sequence using a best-match ap-
proach. Any suspicious sequences must undergo human inspection to ensure safety
and legitimacy.

Methods to identify concerning sequences include database matching, where submit-
ted sequences are compared against curated lists of known pathogens, toxins, and
other high-risk elements; and machine learning approaches, which analyze patterns in
sequence data to flag novel or engineered sequences with potentially harmful prop-
erties.

DNA Synthesis Order Screening Scenarios

DNA order screening needs to be both efficient and flexible, guided by shared stan-
dards from governments, international organizations, and industry, to balance securi-
ty with scientific progress. In an ideal scenario, the order screening would also include
Know Your Order (KYO) and Know Your Customer (KYC) practices similar to those in
the banking industry. These steps could help ensure that both customers and orders
undergo careful checks for any security risks. Establishing universal standards for
such screening processes across all DNA synthesis providers would help create con-
sistent oversight, reducing gaps that malicious actors could exploit.

DNA Synthesis

Bases

sl

GCTAACTGCACTGATGGG

Sequence

DNA synthesizer

Base (pair): The “let-
ters” in DNA or RNA that
connect to carry genetic
information.

Ideally, oversight of DNA
synthesis orders would
also include Know Your
Order and Know Your
Customer practices.

Synthesis of single-stranded
DNA oligo output

i

Longer and double-stranded DNA frag-
ments are generated in later steps.
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While the measures do not
offer a complete solution
on their own, taken togeth-
er they can reduce the risk,
as illustrated by the “Swiss
cheese” model.

Consider the fictional characters Alice and Bob, who have both submitted orders to a
DNA synthesis company (adapted from J. Monrad, personal communication, Febru-
ary 22,2025).2 Alice is a well-known scientist in Germany with over two decades of ex-
perience in vaccine development, including mRNA vaccines during the 2019 COVID-19
pandemic. She has now requested a synthetic DNA sequence that could potentially be
adapted to her mRNA-based vaccines.

During the screening process, it would be correctly noted that Alice is a returning cus-
tomer with a long track record of working with the same family of viruses for which
she has requested the DNA fragments. In this scenario, despite the DNA sequence
being flagged for additional checks due to its similarities with a potential pandemic
pathogen (PPP), Alice would still be able to receive near-next-day service.

Now consider Bob, who has also submitted an order to the DNA synthesis company.
Bob previously worked in a laboratory in Germany, where he completed his MSc, so
he has significant knowledge of molecular engineering techniques. Over time, howe-
ver, Bob has developed malicious worldviews and is attempting to create enhanced
PPPs. In an ideal scenario, Bob’s order would be flagged just as Alice’s was. During
the follow-up screening, it would be noted that Bob’s order was directed to a parcel
box rather than an official laboratory, as was the case with Alice. Additionally, there
are no publications or research grants under Bob’s name to justify his request for the
DNA samples. As a result, the requested DNA orders would not be delivered to Bob.

We do not yet live in this ideal world, but significant advancements are being made.
Researchers at institutions like the International Biosecurity and Biosafety Initiative
(1BBIS)* and SecureDNAS® are developing various DNA screening systems. The nucleic
acid synthesis screening system from IBBIS uses a software tool that employs a ran-
ge of methods to identify concerning sequences, match them with known pathogens,
and confirm benign genes that can be approved for synthesis. The team at IBBIS has
also published a report from their Customer Screening Working Group,® proposing a
system to verify legitimacy that could be used by various DNA providers and those
providing benchtop DNA synthesis devices.

SecureDNA (https://securedna.org/), on the other hand, offers a free, privacy-preser-
ving, and fully automated system designed to screen DNA synthesis orders of 30+
characters against a regularly updated hazard database. Its operational performance
and specificity have been evaluated by providers in the United States, Europe, and Chi-
na. As DNA synthesis technology becomes more accessible, cybersecurity in acade-
mic and commercial laboratories will be crucial to protect sequence data and prevent
cyber-bio attacks that could compromise screening systems or enable unauthorized
synthesis of harmful sequences.

None of these proposed measures offers a simple or complete solution. However,
they aim to narrow the significant gap between the growing risks posed by advanced
DNA technologies and the limited safeguards now in place to prevent accidents or
misuse. The “Swiss cheese” model, often used in security contexts, illustrates how
multiple layers of imperfect defenses together reduce the chance that threats slip
through all gaps.

The Role of Al in DNA Synthesis Screening

Rapid advances in Al-assisted engineering are driving breakthroughs in the life sciences
with numerous beneficial applications. However, these capabilities also introduce bio-
security risks by enabling the intentional or accidental synthesis of hazardous genes.

Until recently, biosecurity screening software solutions used by nucleic acid synthesis
companies have primarily relied on detecting sequence similarities between ordered
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sequences and those unique to regulated toxins, viruses, or other organisms. This

screening is intended to prevent the creation and spread of genes encoding proteins of ~ Encode (for a protein):
concern. Several research teams have been examining potential vulnerabilities in iden- ~ When a piece of DNA or
tity-based sequence screening, particularly in the context of Al-assisted protein design  RNA contains the instruc-
tools that diversify a protein's amino acid sequence while preserving its function.” In-  tions for making a specific
sights from this effort demonstrated that screening mechanisms could be improved to  protein.

better detect Al-designed or synthetic variants of proteins of concern.® This approach

was inspired by the Computer Emergency Response Team (CERT) framework, develo-

ped by the cybersecurity community for handling threats involving previously unknown

vulnerabilities. Given the rapid progress in Al capabilities and the global nature of syn-

thetic biology, international collaboration frameworks are essential to keep screening

tools updated and to audit them regularly. Such cooperation can help integrate Al-aware

methods capable of identifying emerging synthetic threats more effectively.

Summary of AIPD Red-Teaming Workflow
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Biohazardous proteins of concern are identified and used to generate synthetic homologs in silico. The workflow then follow

two paths. In the first, protein sequences are reverse-translated into DNA and evaluated with participating providers’ biosecurity
screening software. In the second, structures of synthetic and wild-type proteins are predicted, and similarity metrics are calcula-
ted. Results from both paths are compared to assess screening performance and inform software updates. (Figure adapted from
Wittmann, B. et al. (2024))

The U.S. Intelligence Advanced Research Projects Activity (IARPA) — a government
agency that funds research into current and future intelligence problems — has also
been running a project on functional genomic and computational threat assessment,’
with last updates from 2022. The project was set up to focus on methods to rapidly
assess the function of potentially dangerous DNA sequences, aiming to detect both
“bio-error” (unintended mistakes in biological research) and bio-terror.

Cybersecurity and DNA Synthesis

With the increasing accessibility of DNA synthesis, there is growing concern that a
cyberattack interfering with synthetic DNA orders could result in the production of
nucleic acids encoding components of pathogenic organisms, harmful proteins, or
toxins.’® Such an attack could compromise the computer systems that process se-
quence orders, potentially allowing attackers to insert or alter DNA sequences, bypass
screening protocols, thereby causing the synthesis of dangerous products without
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the knowledge of the user or synthesis provider. Most screening protocols require

human inspection of suspicious sequences to verify safety and legitimacy. However,

these follow-ups are costly and time-consuming. Without comprehensive penetration

testing of screening frameworks, some pathogenic sequences may evade detection

Experts argue that ~ and bypass oversight. Experts argue that cyber-bio attacks are an overlooked threat,

cyber-bio attacks are an ~ With many academic labs lacking cybersecurity infrastructure. In a realistic scenario,

overlooked threat.  a toxic peptide-encoding DNA sequence could be concealed and evade detection by
screening software.

As automation in biological laboratories advances, cyber threats are increasingly ex-
tending into the physical realm, crossing the boundary between the digital and phy-
sical worlds. Because DNA synthesis is often regarded as the ultimate control point
between the digital and the physical, mitigating these risks is essential. Best practices
and standards must be seamlessly incorporated into operational biological protocols
to ensure security.

Kadri Reis

PRIF — Peace Research Institute Frankfurt
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Emerging Disruptive Technologies

Technology Preferences of Five
Western Style Democracies:
An Analysis of Security Policy
Technology Strategies

The character of warfare is continuously and rapidly evolving. This chap-
ter explores military technologies that may come to dominate future
battlefields. Will the war against Ukraine become the future benchmark
for military technology, or are countries already thinking ahead? By an-
alyzing the two latest military technology strategies of five democracies,
with a particular focus on military technologies individually and in the
aggregate, the study shows that, in addition to communications and

Al, upgraded “legacy” systems like tanks, combat aircraft, and maritime
assets remain crucial. However, significant emphasis is also placed on
advanced missile technology, Al, and reconnaissance. While the desta-
bilizing potential of autonomous weapons and military Al has been the
subject of worldwide debate for some time, the destabilizing effect of
conventional missiles has so far received little international attention.
This issue calls for intensified discussion, focusing on guidelines, effec-
tive defensive measures, and arms control.

Military technology is currently developing at a tremendous rate. While rapid devel-
opments in artificial intelligence taking place in the civilian sector are one reason for
this acceleration, another is the changing international security landscape. Among
the many drivers of change, Russia’s war of aggression against Ukraine has been the
most significant factor pushing drone technology far ahead of what was available
three years ago. Nevertheless, military technology choices remain national decisions
based on perceived threats, individual technological capabilities, and the desire to re-
tain advantage - or at least not to fall behind - in certain areas. In addition, prestige,
ethical attitudes, and legal interpretations also play an important role. This chapter
presents the military technology preferences of five selected countries — Australia,
Germany, the United Kingdom, Japan, and the USA - based on each nation’s two most
recent national technology strategy documents. Explicit reference is made to the se-
curity sectors that do not focus on a particular military service or technology field. The
preferences of each nation illustrate a vision for future capabilities, rather than defini-
tive procurement plans. Strategies and technologies are not static, and technological
research and development does not automatically lead to the adoption of military
innovation. The papers therefore describe expressions of interest and not necessarily
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Australia is arming itself
against threats posed
by new technologies by
investing in modern com-
munications and missile
systems. Technologies
that enable precise remote
reconnaissance and allow
military operations to be
carried out from a distance
are particularly important.

20

15
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concrete actions. However, technology strategies still afford an insight into the tech-
nologies currently perceived as relevant for future combat. They also offer a glimpse
into the battlefield of the future, while serving as an indicator of potential dangers and
their possible solutions.

The analysis is based on a qualitative content analysis of two papers from five coun-
tries, each published during the past five years." Although the papers were written at
different times, both before and after the start of the war against Ukraine, the overall
picture is compelling and coherent. The coding of our content analysis was focused
on technologies in which a country has shown interest, is already investing, or plans
to invest. Our coding scheme comprises 20 main categories (e.g. Al or Communica-
tions) and a total of 135 subcategories. To keep this text concise, we focus primarily
on the main categories and occasionally add specific references to subcategories.

In the following section, we present the results for each of the five countries individu-
ally, before taking a comparative perspective.

Individual Country Summaries

Australia

The Australian analysis covers two National Security Science and Technology Papers
from 2020 and 2024.2 Australia has always seen itself as the ‘odd man out’ in Asia
and has developed a perception of threat and security that has always aligned closely
with its strong Western allies — until 1942 with Great Britain, and thereafter with the
United States. Given its rapid technological innovation paired with a sense of insecu-
rity, Australia feels that new military technologies increase the country’s vulnerabili-
ty. In consequence, the analysis of technological developments and the question of
how to counter those developments with own investment is a big issue in Australia.
Technologies of most interest to Australia include the latest aeronautics and missile
technology, defensive and offensive cyber capabilities, communications technology,
Al, and sensing technology.

Strategically, Australia’s focus is understandable. Given the immense maritime area
that Australia must monitor, improved or new forms of reconnaissance equipped with

Australia: Coded Technology Categories
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the latest sensors, networked communication, and Al-based analysis offer the oppor-
tunity to quickly identify potential threats (e.g. from China) and concentrate assets
accordingly. Precise conventional missiles can help to engage high-value targets at
greater distances without relying on support from partners. This impression is rein-
forced by the fact that both ballistic missile technology and hypersonic missiles are
considered particularly relevant technologies. A strong focus on cyber, Al, and quan-
tum technology rounds off the picture of a nation aiming to counter a perceived threat
through the military use of cutting-edge technologies.

Germany

A comparison of Germany'’s security and defense industry strategy papers from 2020
and 2024 reveals a clear shift in the understanding, definition and prioritization of new
technologies. The 2020 ‘Strategy Paper on Strengthening the Security and Defence
Industry’ focuses on identifying “key national technologies” and views technological
progress primarily as an industrial competitive advantage.® The broader fields of tech-
nology are focused on conventional military capabilities and protection as well as cy-
ber measures, Al, electronic warfare, and sensor technology. These are to be strength-
ened through measures of research and development, production, procurement, and
export regulation, and in some cases expanded at the European level through coop-
eration.

The follow-up 2024 ‘National Security and Defence Industry Strategy’, is a visible re-
sponse to the changed geopolitical conditions, such as the need for stronger and
more sustainable military protection and the vulnerability to coercion due to global
technological dependencies.* Although the scope of key national technologies re-
mains mostly unchanged — with the addition of quantum technology and space tech-
nology - the strategy focuses more strongly on individual technologies and discusses
their significance. This applies particularly to IT products, software, and the need for
comprehensive cybersecurity. The updated strategy does not shift priorities but in-
stead emphasizes the need for the greatest possible sovereignty in these areas. It fur-

0.00% 0.00% 0.00%

0.00% 0.00% 0.00% 0.00%

Despite consistent techno-
logical priorities, there is a
clear difference between
the German strategy
papers from 2020 and
2024. The new strategy
places greater emphasis
on strategic and techno-
logical independence and
highlights the important
role of key technologies,
particularly digital applica-
tions and hardware.
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ther highlights economic and technological dependencies as a problem, and stresses
measures such as the protection of critical supply chains and close coordination with
EU and NATO partners.

Overall, there is a shift from an economic and industrial perspective to a strategic
concept of technology that focuses on resilience, digital security and international
cooperation — a significantly broader understanding of ‘new technologies’ and their
relevance to security policy.

Japan

In its technology and “build-up” strategies, published in 2022 and 2023, Japan links
national security and defense with vital advancements in science and technology.®
Therefore, it is essential for Japan to “promote harmony”® and thus cooperate more
effective between various strategies and technologies for security and defense. To
Japan's strategy papers  that end, the focus lies on conventional capabilities, (ballistic) missiles technology,
suggest a holistic ap-  and communication technologies. In this context, conventional capabilities include
proach to national defense,  technologies for rotary- and fixed wing aircraft together with vehicle systems for land,
characterized by conven-  sea- and subsurface, while missiles technology covers (ballistic) missiles, and air de-
tional capabilities interac-  fense technologies, and hypersonic missiles. Electronic warfare and command and
ting with new technologies  control systems make up the core of the communication technologies in the strate-
across dimensions.  gies. Other important pillars for Japan are unmanned systems and robotics, in which
UAVs (unmanned aerial vehicles) are highly favored. Artificial intelligence-based tech-
nologies — notably Al for data science — are intended to advance the development
of conventional capabilities. Additionally, interest in enhancing “warfighters’ cogni-
tive capabilities”” and improvements in human performance are also substantial. Al-
though the air domain receives particular attention, the strategies still try to imply a
holistic view in which the interplay of new technologies and conventional capabilities
is crucial for Japan to “reinforce its ‘Multi-Domain Defense Force™.® This is under-
standable given Japan'’s geopolitical position as an island nation located near China,
Russia, and North Korea, as well as its strategic ambitions in the Indo-Pacific region

alongside allies like the United States and Australia.’

Japan: Coded Technology Categories
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United Kingdom

For this article the United Kingdom's (UK) Science and Technology Strategy 2020
and the Defence Capability Framework 2022 were analyzed.’ They position the UK
in broad and general competition with adversaries and emphasize the crucial role of
emerging technologies in winning such competition. While China, Russia, and adver-
sarial actors in the cyber domain are explicitly mentioned, confrontational scenarios
or theatres are not specified. However, it is stressed throughout the strategies that
emerging technologies are crucial for preparing for the future, as they “can give the
UK a decisive edge in the future”."" Overall, the strategies are characterized by a reac-
tive sentiment in a realm that describes S&T as “strategic theatre of competition”,'? in
which the UK must accelerate innovation and development (“we must up our game”)"
to keep pace with the rapid - yet undefined — adoption of technology by adversar-
ies. Considering the focus on emerging technologies and their importance for future
warfighting capabilities, it is surprising that nearly a quarter of all annotations of the
strategies concern advanced aeronautical and missile technologies, especially air-
craft (11.38%, coded as conventional capabilities). This shows that, although modern-
ization and capability challenges are significant for the UK, future battles are expect-
ed to be fought kinetically in the air domain. Therefore, emphasis is placed first on
maintaining the capability to project power externally, with missile technology taking
second place. This conception is complemented by sensing in third place, highlight-
ing the importance of technology for maintaining theatre awareness. With Al-enabled
and autonomous applications ranking fourth and fifth in all subcategories, the UK
strategies position these technologies as enablers for “consequential and significant
changes to our force structure”* — though without specifying details.

United States of America

In the National Defense Science and Technology Strategy (S&T) 2023, the United
States presents itself as robust and assured in its military technical capability.’® The
S&T strategy outlines measures for an environment that aims to ensure its “global

For the UK, modern defen-
se technology is central

to its defense capabilities,
but also to global compe-
tition, in which the country
must assert itself. Techno-
logical superiority is the-
refore of major strategic
importance, particularly in
the air dimension.
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Maintaining technolo-
gical superiority is also
an essential strategic
factor for the U.S. While
kinetic defense techno-
logy is less discussed, the
strategies analyzed focus
on maintaining a leading
position in technologies
such as communications,
energy technologies, and
reconnaissance.

u

leadership”, maintaining the U.S.'s “competitive edge in defense science and technol-
ogy”."® Those efforts emphasize the importance of collaborating with allies and part-
ners for innovation, as well as protecting knowledge and intellectual property, and
other aspects of military innovation such as prototyping and fielding. Technologies
themselves are less frequently mentioned in the strategy, as they are listed without
much description or contextualization in a separate list: the Critical and Emerging
Technologies List Update 2022." This list has also been part of our analysis, in which
the U.S. lays out some specific technologies that are necessary to “maintain shared
technological advantages”'® with allies. Unlike other states, there is no clear techno-
logical preference in the numbers. While the U.S. has designated S&T strategies for
each branch of its military detailing their technological priorities, the overall S&T strat-
egy and corresponding lists do not extensively address kinetic armament. Instead,
they focus on high-level priorities such as research in communication technology,
advanced manufacturing and materials, sensing, Al technology, and energy technol-
ogy. The subcategories reflect those numbers, with no clear preference discernible,
although unspecified sensing and materials are most often coded as a single subcat-
egory. Overall, the U.S. strategies are less specifically focused on research for specific
applications in these strategies but rather encourage research across the board with
a preference for non-kinetic technologies, e.g. digital technologies and applications.

USA: Coded Technology Categories
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The Macro Perspective

Looking at the top-ten, top-level categories in each country, a clear picture emerges:

The clear top priority for the status under scrutiny is to develop advanced commu-
nications technology. As the war in Ukraine has shown, stable communication lines
are key when coordinating troops or steering drones. The category also includes -
according to our coding scheme — command and control systems (C*), network tech-
nologies or electronic warfare systems capable of denying or deceiving adversary
sensors. The second most important category is classical conventional capabilities
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Scores for the top-ten, top-level categories, based on a simple scoring system: highest ranking in one country = 10 points, second
highest = 9 points, etc. Each score represents the sum of all national scores.

and protection, including classical weapon systems like tanks, ships, airplanes, new
types of ammunition, improved armor, or stealth capabilities. In Germany, Japan and
the UK this category even ranks 1¢t. This shows that so-called “legacy systems” still do
play a major role in future military planning — yet in newer and more high-performing
variations. The next technological category upon which the five states agree is Al,
with data science being the most important concrete subcategory. While most coun-
tries are rather specific about the use of Al in their militaries (e.g. data science, high
performance computing, etc.), others, like Germany, only mention Al in a generic way,
without spelling out any particular use cases.

In place four we found missile technology. This technology has the highest priority in
Australia and features prominently in 2nd place in Japan and the UK. Over the past
decade, rocket propulsion technology has spread worldwide. Even civilian companies
are now manufacturing rockets that only a decade ago were reserved for wealthy
countries. Today, many more countries are capable of producing at least simple rock-
et systems, which they can use to threaten important military hubs or key military
targets of their adversaries — a reason they are colloquially referred to as ‘the poor
man’s air force’. The great danger of missile proliferation — and its core destabilizing
characteristic — lies in the very short windows of warning afforded by fast-flying mis-
siles and the limited (and often very expensive) options for intercepting them. It is
conceivable that the category ‘missiles’ is under-represented in our coding because
certain propulsion systems are coded under ‘space’. This will be examined in more
detail in further publications.

The fifth category is “sensing”. Again, while some countries, in this case the U.S.,, often
mention sensing in a generic way, others, like Australia, give more detailed explana-
tions as to the kinds of sensors they want to develop (e.g. atomic clocks, sensor net-
works, or sensors to detect CBRN agents).
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On the broader military
use of Al see p. 27 ff.

Abdullah Kasim Korkusuz

Taking these findings together, a clear picture emerges: Western states want to keep
or even improve their advantage in battlefield awareness and pair this with higher pre-
cision engagement. Having increasingly potent sensors increases the need for both
communication lines, devices capable of dealing with immense amounts of data, and
Al that can help turn this into actionable information. Identifying and locating potential
threats as early as possible and lifting the ‘fog of’ war for precision strikes is a priority
Western states seem to share.

However, an interesting yet puzzling observation is that although unmanned systems
dominate public debate on new procurement programs and counter UAV systems,
they only occupy place eight in the top ten — with the exception of Japan, where they
are in third place.

Conclusion

When Western countries discuss the future role of cutting-edge technology in their
military, they do not only look at technologies that are traditionally regarded as ‘emerg-
ing’ and ‘disruptive, but aim for a mixture of familiar and proven concepts (albeit in
significantly improved form) that are complemented or enhanced by new technolo-
gies. While small and economically less powerful countries may be inclined to focus
on hoped-for disruptions, countries that can afford to do so are hedging their bets.
From a stability perspective, the high importance of missiles seems worrisome. While
military Al has been on the international agenda for years and — at least in the case of
autonomous Al weapons - the nucleus of an international norm for their use has been
developed (keyword: meaningful human control), the destabilizing effects of conven-
tional missiles have hardly been discussed internationally, let alone addressed with
any arms control instruments. The discussion on this topic must be intensified — on
the one hand with regard to international guidelines, but on the other hand with regard
to effective protection and future arms control.

However, to engage in international discussions, each country must address its own
preferences. The data suggests that Germany is lagging behind in the public debate
on how the latest military technologies can and should be used. This brings back
memories of the German drone debate, in which the Federal Ministry of Defense also
failed to communicate its position. It is obvious that the debate surrounding the vague
term “Zeitenwende’ must be intensified to gain a clearer understanding of the military
advantages of new technologies, as well as the potential risks to stability and oppor-
tunities for future arms control.

Niklas Schornig

PRIF — Peace Research Institute Frankfurt PRIF — Peace Research Institute Frankfurt

Thomas Reinhold

Liska Suckau

PRIF — Peace Research Institute Frankfurt PRIF — Peace Research Institute Frankfurt
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Treaties and Instruments
Related to Arms Control,
Disarmament, and
Non-Proliferation of
Nuclear Weapons

International Treaties Related to Nuclear Weapons
Disarmament and Non-Proliferation

The Treaty on the Non-Proliferation of Nuclear Weapons
(NPT), opened for signature on the 1st of July 1968, is an
agreement which seeks to prevent nuclear proliferation,
promote nuclear disarmament, and guide the peaceful
use of nuclear energy. The treaty entered into force on
the 5th of March 1970, and has 191 State parties.

The NPT is the cornerstone of global non-proliferation
efforts which foster the peaceful use of nuclear ener-
gy and the furtherance of nuclear disarmament. Under
the NPT, nuclear weapons states (NWSs) have commit-
ted, inter alia, not to consign nuclear weapons, nor be
party in any manner to the manufacture or acquisition
of nuclear weapons by non-nuclear-weapons states
(NNWSs). NWSs are states that have both manufac-
tured and exploded a nuclear weapon or other nuclear
explosive devices, before 1 January 1967. Similar to
the NPT other region specific nuclear weapons trea-
ties require participating states to conclude a compre-
hensive safeguards agreement with the International
Atomic Energy Agency (IAEA).

The Treaty on the Prohibition of Nuclear Weapons
(TPNW), opened for signature on the 20th of Sep-
tember, 2017, is the first legally binding international
agreement to comprehensively prohibit any nuclear
weapon activities, with the ultimate goal being their to-
tal elimination. Under this treaty, state parties are also
prohibited from stockpiling, stationing or using nuclear
weapons as a threat. The TPNW makes provisions for
assistance to individuals affected by the use or testing
of nuclear weapons. In regions affected by contami-
nation due to testing or use of nuclear weapons, en-
vironmental remediation measures are required from
the state party with the jurisdiction in the region. The
TPNW entered into force on the 22nd of January 2021
and has 73 State parties. An additional 25 parties have
signed but not yet ratified their commitment. Opposi-
tion to the annual UN General Assembly resolution on
the TPNW comes from NWSs.

The Partial Test Ban Treaty (PTBT), formally known
as the Treaty Banning Nuclear Weapon Tests in the
Atmosphere, in Outer Space and Under Water, opened
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for signature on 5th of August 1963. Only nuclear tests
conducted underground were exempted from prohibi-
tion under this treaty. The PTBT entered into force on
the 10th of October 1963 and has 126 state parties.

The Comprehensive Nuclear-Test-Ban Treaty (CTBT),
opened for signature on the 10th of September 1996,
prohibits nuclear weapons test explosions as well as
any other nuclear explosions, for both civilian and mil-
itary purposes, in any environment. The CTBT has 178
state parties, but has not yet entered into force given
that 9 required states have yet to ratify it. Commensu-
rate with the entrance into force of the CTBT would be a
comprehensive verification scheme. Typical measure-
ments used to verify a nuclear test include:

e shockwaves from nuclear explosions can be detect-
ed using seismic instruments as they travel through
the ground

e sound waves generated by a nuclear detonation in
or near a body of water can be detected at Hydro-
acoustic stations

¢ infrasonic waves that propagate through the atmo-
sphere subsequent to a nuclear detonation can be
detected on sensors that register frequencies inau-
dible to the human ear

 radioactive particles and gases produced by a nucle-
ar detonation and released into the atmosphere can
be monitored at various radionuclide stations

o satellite imagery can be used to capture the craters
and debris fields left behind after a nuclear detona-
tion, as well as to monitor the activity around known
nuclear testing and storage facilities

In order to verify nuclear testing on a global scale, an
international observational network is required. The In-
ternational Monitoring System (IMS) is one such net-
work, specifically established to monitor compliance
with the Comprehensive Nuclear-Test-Ban Treaty when
it enters into force. The IMS is comprised of 321 mon-
itoring stations across the globe, with an additional
16 radionuclide laboratories. Data from this network
is processed at a 24-hour monitoring facility, the In-
ternational Data Centre (IDC). The IDC, with headquar-
ters in Vienna, screens the data for possible nuclear
testing events and presents this information to mem-
ber states. Upon inspection of information presented
by the IMS, a member state that perceives a possible
breach of a treaty may proceed further to request an
on-site inspection. An international team of inspectors
can then be dispatched to investigate the suspected
breach at the site.

The Antarctic Treaty, opened for signature on the 1st
of December 1959, protects the peaceful status of the
Antarctic Continent. The testing of nuclear weapons
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and the disposal of radioactive waste material is pro-
hibited on the Antarctic content. This treaty has 55 state
parties and entered into force on the 23rd of June 1961.

The Outer Space Treaty, opened for signature on the
27th of January 1967, prohibits the stationing of weap-
ons of mass destruction (WMDs) in space, or in orbit
around any celestial body. Importantly, this treaty rec-
ognizes that no one particular nation may claim sover-
eignty over outer space or any celestial body. The Out-
er Space Treaty, more formally known as the Treaty on
Principles Governing the Activities of States in the Ex-
ploration and Use of Outer Space, including the Moon
and Other Celestial Bodies, has 115 state parties and
entered into force on the 10th of October 1967.

The Seabed Arms Control Treaty, formally known as the
Treaty on the Prohibition of the Emplacement of Nucle-
ar Weapons and Other Weapons of Mass Destruction
on the Sea-Bed and the Ocean Floor and in the Subsoil
Thereof, was opened for signature on the 11th of Febru-
ary 1971. The treaty prohibits the stationing of WMDs on
the ocean floor beyond a 12-mile (22.2 kilometer) coast-
al zone, has 94 state parties, and entered into force on
the 18th of May 1972. It allows state parties to observe
other stateparties’ seabed activities beyond the coastal
zone in order to verify compliance with the treaty.

The Fissile Material Cut-off Treaty (FMCT), the terms
of which are yet to be negotiated, is proposed to be
a prohibition on further production of fissile material
which would be used in nuclear weapons or other ex-
plosive devices.

Region Specific Nuclear Weapon Free Zone Treaties

The Treaty of Tlatelolco, otherwise known as the Treaty
for the Prohibition of Nuclear Weapons in Latin America
and the Caribbean, opened for signature on the 14th of
February 1967 and prohibits the testing, use, manufac-
ture, production or acquisition by any means whatsoever
of any nuclear weapons as well as the receipt, storage,
installation, deployment and any form of nuclear weap-
ons possession. The Treaty of Tlatelolco has 33 state
parties and entered into force on the 22nd of April 1968.

The Treaty of Rarotonga, opened for signature on the
6th of August 1985 and otherwise known as the South
Pacific Nuclear Free Zone Treaty, prohibits the use, test-
ing, and possession of nuclear weapons within the bor-
ders of the South Pacific. This treaty has 13 state parties
and entered into force on the 11th of December 1986.

The Treaty of Bangkok, otherwise known as the Trea-
ty on the Southeast Asia Nuclear Weapon-Free Zone
Treaty, opened for signature on the 15th of Decem-
ber 1995 and is a commitment to keep the Southeast

Asian region free from nuclear and other weapons of
mass destruction. This treaty entered into force on the
28th of March 1997 and has 10 state parties.

The Treaty of Pelindaba, otherwise known as the African
Nuclear-Weapon-Free Zone Treaty, opened for signature
on the 11th of April 1996 and prohibits the research,
development, manufacture, stockpiling, acquisition,
testing, possession, control, or stationing of nuclear ex-
plosive devices. The Treaty of Pelindaba has 43 state
parties and entered into force on the 15th of July 2009.

The Treaty of Semipalatinsk, otherwise known as the
Treaty on a Nuclear-Weapon-Free Zone in Central Asia,
opened for signature on the 8th of September 2006
and is a commitment to refrain from the manufacture,
acquisition, testing, or possession of nuclear weapons.
The treaty of Semipalatinsk has 5 state parties and en-
tered into force on the 21st of March 2009.

Bilateral Agreements between the United States and
the Soviet Union surrounding arms control

The Anti-Ballistic Missile (ABM) Treaty, signed on the
26th of May 1972, placed limitations on the number of
anti-ballistic missile systems used in defense against
ballistic missile-delivered nuclear weapons. Each party
was be limited to 100 anti-ballistic missiles. The ABM
treaty was intended to reduce pressure to build more
nuclear weapons as a means to achieve deterrence.
This bilateral agreement between the United States
and the Soviet Union entered into force on the 3rd of
October 1972. The United States withdrew from this
agreement on the 13th of June 2002.

The Threshold Test Ban Treaty (TTBT) signed on the
3rd of July 1974, prohibits nuclear tests with devices
having a yield exceeding 150 kilotons. This treaty ad-
dresses the exception in the PTBT for nuclear under-
ground tests and is thus formally known as the Trea-
ty on the Limitation of Underground Nuclear Weapon
Tests. The TTBT only entered into force on the 11th
of December 1990 and was a bilateral agreement be-
tween the United States and the Soviet Union.

The Peaceful Nuclear Explosions (PNE) Treaty, signed
on the 28th of May 1976, was a bilateral agreement
between the United States and the Soviet Union pro-
hibiting peaceful nuclear explosions which were not
addressed within the scope of the TTBT. Single explo-
sions with yields exceeding 150 kilotons and group
explosions having an aggregate yield of over 1500 ki-
lotons (none of which may be more than 150 kilotons
each) are the subject of the PNE treaty, which entered
into force on the 11th of December 1990. Additionally,
the PNE treaty addresses explosions at locations not
designated as test sites under the TTBT.
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The New Strategic Arms Reductions Treaty (New
START), signed on the 8th of April 2010, limits the num-
ber of deployed strategic nuclear warheads to 1550, de-
ployed missiles and bombers to 700, and deployed and
non-deployed launchers (missile tubes and bombers) to
800. The New START treaty entered into force on the 5th
of February 2011 and is a bilateral agreement between
the United States and Russia.

Current Global Posture on Nuclear Disarmament and
Typical Treaty Verification Techniques

According to the Federation of American Scientists
(FAS), there was an estimated global stockpile of 70,300
nuclear weapons during the Cold War. Figures 1 and 2
serve to elucidate the current global posture on nuclear
weapons, providing estimates of the current stockpile
per armed state (estimates courtesy of the Arms Con-
trol Association).

South Africa retired its nuclear weapons program
in 1991 and is the only state to have voluntarily relin-
quished nuclear weapons (South Africa reported having
had six weapons at the time). The nuclear weapons of
Belarus, Kazakhstan, and Ukraine were transferred to
Russia within the context of the Lisbon Protocol.

Nuclear weapons can fall into two categories: strategic
nuclear weapons, which are designed to engage remote
regions (ranges greater than 5500 km), and non-strate-
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gic nuclear weapons. Non-strategic nuclear weapons
include classifications for tactical and operational nu-
clear weapons. The definition of each classification will
vary slightly by country and with the capability to em-
ploy nuclear weapons by land, sea, or air, but generally,
non-strategic weapons are those with ranges less than
5500 km. The bilateral New START treaty between the
United States and Russia entered into force on the 5th
of February 2011 and limits the number of deployed
strategic weapons.

The IAEA has been designated as the international safe-
guards inspectorate under Article Il of the NPT. The
IAEA Safeguards provide a mechanism of deterrence
against the spread of nuclear weapons. The early detec-
tion of the misuse of nuclear material (or nuclear tech-
nology) grants credible assurance that nuclear material
(or nuclear technology) is not being diverted from peace-
ful purposes. Part of the IAEA safeguarding process is
a mechanism known as nuclear material accountancy,
wherein the quantities of nuclear materials present in a
nuclear facility, along with the change of these quanti-
ties over time, is accounted for. The IAEA considers all
“source or special fissionable material”, which are those
significant to the manufacture of nuclear weapons. To
ensure the containment of such materials, the IAEA has
installed more than 23 000 seals at nuclear facilities.
Some examples of special fissionable materials include
plutonium-239, uranium-233, and uranium enriched in

O-[ Eckert VI modified

Figure 1: Estimated global nuclear warhead inventories current to January 2025. Estimates courtesy of the Federation of Ameri-
can Scientists, the United States Department of Energy, the United States Department of Defense and the Stockholm Internatio-
nal Peace Research Institute. Map source: https://d-maps.com/carte.php?num_car=13181& (edited).
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Figure 2: The estimated composition of nuclear warhead inventories globally, current to January 2025. Estimates courtesy of the
Federation of American Scientists, the United States Department of Energy, the United States Department of Defense, and the

Stockholm International Peace Research Institute.

uranium-235 (as well as any material containing a com-
bination of these).

Also included in the safeguarding process is the evalua-
tion of a state’s nuclear activities by means of on-site in-
spections. Visits to a nuclear facility, by the IAEA, allow for
the verification of design information as well as environ-
mental sampling. Valuable information on a state’s nucle-
ar activities may also be collected remotely using satellite
imagery. The IAEA surveillance system (1400 surveillance
cameras, 400 radiation and other sensors) captures in ex-
cess of a million pieces of encrypted safeguards data.

Instruments Supporting Disarmament and Non-Prolif-
eration of Nuclear Weapons

Zangger Committee

After the Nuclear Non-Proliferation Treaty entered into
force on the 5th of March 1970, the Zangger Committee
was formed. The Zangger Committee, also known as
the Nuclear Exporters Committee, has 39 members in-
cluding all the nuclear weapon states (those specific to
the NPT). The objective of the committee meetings was
to gain greater collective clarity on Article Ill, paragraph
2 of the Nuclear Non-Proliferation Treaty. The Zangger
Committee maintains a list of nuclear strategic goods
(and equipment) which are subject to export controls.
This “Trigger List” is intended to assist signatories of
the Nuclear Non-Proliferation Treaty in ensuring that re-
cipients of strategic goods and equipment incorporate
the obligatory safeguards.

Nuclear Suppliers Group

The Nuclear Suppliers Group (NSG), founded in re-
sponse to India’s first nuclear weapon test of May 1974,
is a group of countries that seeks to contribute to the
non-proliferation of nuclear weapons through the im-
plementation of two sets of guidelines for nuclear ex-
ports and nuclear-related exports. The aim of the NSG
Guidelines is to ensure that nuclear trade for peaceful
purposes does not contribute to the proliferation of nu-
clear weapons or other nuclear explosive devices, and
that international trade and cooperation in the nuclear
field is not hindered unjustly in the process.

Convention on the Physical Protection of Nuclear Ma-
terial and Nuclear Facilities

The Convention on the Physical Protection of Nuclear
Material and Nuclear Facilities, signed on 26 October
1979, seeks to ensure the effective physical protection
during the use, storage or transport of nuclear material
used for peaceful purposes, as well as preventing and
fighting crime associated with this material and relat-
ed facilities. Each party to the convention must draw up
and implement measures to guarantee effective protec-
tion against the theft or disappearance of nuclear mate-
rial which it is responsible and to prevent the sabotage
of nuclear facilities on its territory.

Missile Technology Control Regime

Formed in April 1987, the voluntary Missile Technology
Control Regime (MTCR) is a multilateral export control re-
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gime which aims to curb the spread of unmanned delivery
systems that could be used for chemical, biological, or nu-
clear attacks. The 35 members are encouraged to restrict
their exports of technologies capable of carrying a 500-ki-
logram payload at least 300 kilometers, or of delivering
any type of weapon of mass destruction. Additionally,
members are responsible for the establishment of nation-
al export control policies for ballistic missiles, cruise mis-
siles, unmanned aerial vehicles, space launch vehicles,
drones, remotely piloted vehicles, sounding rockets, and
underlying components and technologies that appear on
the regime’s Material and Technology Annex.

Ballistic Missile Launch Notification Agreement

Signed at the Moscow summit on the 31st of May 1988,
the agreement asserts that any launch of an interconti-
nental ballistic missile (ICBM) or a submarine-launched
ballistic missile (SLBM) should be declared by Nuclear
Risk Reduction Centers, no less than 24 hours in advance
of the planned launch date. The launch location, as well
as the area of impact, should be declared in the notifi-
cation. This agreement specifically addresses concerns
surrounding the risk of the outbreak of nuclear war as a
consequence of misinterpretation or miscalculation.

Lisbon Protocol

The Lisbon Protocol to the 1991 Strategic Arms Reduction
Treaty, was signed on May 23rd, 1992, by representatives
of Russia, Belarus, Ukraine, and Kazakhstan. Article V of
the protocol stipulates signatories, as non-nuclear weap-
on states, shall adhere expeditiously to the NPT. It should
be emphasized that article V is not applicable to Russia.

The Wassenaar Arrangement

On the 12th of July 1996, the Wassenaar Arrangement
on Export Controls for Conventional Arms and Dual-Use
Goods and Technologies was established to contribute
to regional and international security and stability.

Through the promotion of transparency and respon-
sible conduct in the export of conventional arms and
dual-use goods (material, software, and technology), it
aims to prevent the accumulation of destabilizing weap-
ons. The prevention of the acquisition of these goods
by terrorists is also an objective under this agreement.
Member States are encouraged to prevent exports of
these goods (through their national policies) that may
augment the development of military capabilities by
those seeking to thwart the objectives of the agreement.

Hague Code of Conduct Against Ballistic Missile Pro-
liferation

On the 25th of November 2002, the Hague Code of Con-
duct Against Ballistic Missile Proliferation (formerly

known as the International Code of Conduct Against Bal-
listic Missile Proliferation), was established to regulate
access to ballistic missiles which can potentially deliver
weapons of mass destruction. It is the only normative
instrument to verify the spread of ballistic missiles. Ac-
tive participation requires the exchange of information
regarding ballistic missile and space launch vehicle pro-
grams, carried out annually between members. Under
the Code, provisions should be made to deliver advanced
notice of any launches of ballistic missiles or space
launch vehicles. The Hague Code of Conduct has 145
member states (including MTCR members). Brazil has
yet to adopt membership after articulating reservations
surrounding possible limitations of its space program.

United Nations Security Council Resolution 1540 and
2663

Resolution 1540 of the United Nations Security Coun-
cil, signed on the 28th of April 2004, stipulates that all
States shall refrain from providing any form of support
to non-State actors that attempt to develop, acquire,
manufacture, possess, transport, transfer, or use nucle-
ar, chemical or biological weapons and their means of
delivery, in particular for terrorist purposes. All States
are required to adopt and enforce appropriate laws and
preventative measures to this end. Resolution 2663, ad-
opted on the 30th of November 2022, extends the man-
date of the subsidiary 1540 Committee for a period of
ten years until the 30th of November 2032.

The Joint Comprehensive Plan of Action

On the 14th of July 2015, the Joint Comprehensive Plan
of Action (JCPOA) agreement was reached between
Iran, the P5+1 (five permanent members of the United
Nations Security council + Germany) and the European
Union. This agreement, also known as the Iran Nucle-
ar Deal, places limitations over the Iranian nuclear pro-
gram in return for sanctions relief and other provisions.
Specifically, Iran agreed to open its nuclear facilities to
increasingly extensive international inspections and to
reduce its nuclear program appreciably. The JCPOA cur-
rently has seven signatories: China, France, Germany,
Iran, Russia, United Kingdom and the European Union.
The United States of America withdrew on the 8th of
May 2018.
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International Treaties and
Instruments Related to the
Governance of Biological
and Chemical Weapons
Disarmament, Non-Prolif-
eration, and Dual-Use Risks

International Treaties
The 1925 Geneva Protocol

The “Protocol for the Prohibition of the Use in War of
Asphyxiating, Poisonous or Other Gases, and of Bacte-
riological Methods of Warfare”, usually referred to as
the 1925 Geneva Protocol, prohibits the use of chemical
and biological weapons in warfare between its high con-
tracting parties. As of August 2025, the Geneva Protocol
had 146 member states. Upon signature, many parties
declared that they would cease to consider themselves
bound by the Protocol vis-a-vis states that did not re-
spect its provisions, thereby de facto reserving the right
to retaliate in kind. However, the prohibition of CBW use
has evolved into a rule of international customary law,
which means it applies universally to all states in inter-
national as well as intra-state conflicts.’

Germany signed the Protocol on June 17, 1925 and rat-
ified it on April 25, 1929. It never attached any reserva-
tions to its membership.

Biological and Toxin Weapons Convention (BWC,
BTWC)

The “Convention on the Prohibition of the Development,
Production and Stockpiling of Bacteriological (Biologi-
cal) and Toxin Weapons and on Their Destruction” (Bio-
logical Weapons Convention, BWC; also: Biological and
Toxin Weapons Convention, BTWC) is an international
disarmament treaty and the oldest treaty to prohibit an
entire category of weapons.? It was opened for signa-
ture in 1972 and entered into force in 1975. As of Au-
gust 2025, it had 189 states parties. Four states have
signed but not ratified the BWC, while four states have
neither signed nor ratified it.> The BWC unequivocally
prohibits the development, production, possession, ac-
quisition, retention, and transfer of biological weapons.
It also obligates its members to prevent the proliferation
of biological weapons materials, to foster international
cooperation in the peaceful use of biology and biotech-
nology, and to implement the treaty provisions through
national laws and regulations. Research is not covered
by the BWC. This was presumably decided because the

inherent dual-use character of much of biology and bio-
technology, as well as the close interrelation with public
health issues, make it impossible to prohibit or gener-
ically restrict specific types of research, as this could
also restrict legitimate and useful research activities.*

Biological weapons are defined as microbial or other
biological agents or toxins “of types and in quantities
that have no justification for prophylactic, protective or
other peaceful purposes” together with the means of
delivery for such agents or toxins “for hostile purposes
or in armed conflict” (BWC Article I). The prohibition is
thus comprehensive and not bound to specific biologi-
cal agents or types of delivery systems but is based on
the intent to use an agent for biological weapon purpos-
es (General Purpose Criterion). This means that all new
relevant scientific and technological developments are
automatically covered by the BWC.

The BWC does not provide for any measures to verify
compliance with its provisions. Efforts to add a verifica-
tion system failed in 2001, and the topic only returned
to the official BWC agenda recently. At the 9th BWC Re-
view Conference in 2022, states parties agreed to estab-
lish a Working Group open to all states parties whose
mandate requires that they “identify, examine and de-
velop specific and effective measures, including legal-
ly-binding measures, and to make recommendations to
strengthen and institutionalize the Convention in all its
aspects, to be submitted to States Parties for consid-
eration and any further action”.® In addition to verifica-
tion and compliance, the topics covered by the Working
Group include: international cooperation and assis-
tance; national implementation; assistance, response
and preparedness; organizational, institutional and fi-
nancial matters; confidence-building and transparency;
and scientific and technological (S&T) developments.
The Working Group is expected to submit its results and
recommendations to the next BWC Review Conference
in 2027, at the latest.

New developments in biology and biotechnology have
provided opportunities and challenges to the BWC and
to international efforts to strengthen it. Some advances
in these and related scientific disciplines — such as ar-
tificial intelligence — may be used to enhance prepared-
ness or to facilitate verification of compliance with the
BWC. However, some materials and technologies might
also be misused for illegitimate and hostile purposes,
or lower the barriers for biological weapons develop-
ment and acquisition. The negotiators of the BWC al-
ready recognized the significance of scientific advances
by including the review of relevant S&T developments
as a task for the BWC review conference in Article XII
of the Convention. While this task has never been car-
ried out systematically and collectively on a continu-
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ous basis, the BWC Working Group is now mandated
to make recommendations to states parties to estab-
lish “a mechanism to review and assess scientific and
technological developments relevant to the Convention
and to provide States Parties with relevant advice”.® If
established, such a mechanism could screen, review
and assess S&T developments and provide guidance to
states parties on how to recognize and mitigate poten-
tial risks. This might include risks arising from dual-use
research (of concern), or may help identify ways to ex-
ploit potential benefits for strengthening preparedness
for disease outbreaks — regardless of their origin — or
even for the BWC as a whole. Negotiations on an S&T
advisory mechanism were well-advanced in mid-2025
but are currently stalled due to geopolitical tensions and
Russia’s obstructionist policy.

While the BWC itself does not contain any reference to
bioterrorism, biosafety, biosecurity, or health prepared-
ness, these topics have entered the BWC discourse
over the past 20 years and are now integral topics of
discussion. Not all related definitions and understand-
ings enjoy consensus among BWC members. The dis-
cursive shift has, however, put the BWC at the center of
a larger set of measures aimed at mitigating biological
risks, with the spectrum of such risks comprising natu-
ral disease outbreaks, unintentional/accidental release
of biological agents, deliberate use of biological agents
for criminal or terrorist purposes, and the use of biolog-
ical weapons by states.

Germany signed the BWC on April 10, 1972, and ratified
it on April 7, 1983.

Chemical Weapons Convention (CWC)

The “Convention on the Prohibition of the Development,
Production, Stockpiling and Use of Chemical Weapons
and on their Destruction” (Chemical Weapons Conven-
tion, CWC) was opened for signature in 1993 and entered
into force in 1997. As of August 2025, it had 193 states
parties. Israel has signed but not ratified the CWC, while
Egypt, North Korea and South Sudan have neither signed
nor ratified the treaty. The CWC contains a comprehen-
sive prohibition of chemical weapons, including their use.
It also contains obligations for states parties to prevent
chemical weapons proliferation, to foster international
cooperation in the peaceful use of chemistry, to provide
assistance in case of a chemical attack, and to imple-
ment the treaty provisions nationally. Unlike the BWC, the
CWOC establishes its own treaty organization, the Organi-
sation for the Prohibition of Chemical Weapons (OPCW),
which oversees the implementation of the Convention.”

Chemical weapons are defined in CWC Article | as “toxic
chemicals and their precursors, except where intend-
ed for purposes not prohibited under this Convention,

94

as long as the types and quantities are consistent with
such purposes”, together with munitions and other de-
vices and equipment intended for their dissemination.
Toxic chemicals have a number of legitimate applica-
tions, which is why the CWC makes the prohibition
contingent on the purposes for which they are used
(General Purpose Criterion) and defines exceptions for
legitimate applications. Purposes not prohibited include
applications in industry, agriculture, medicine and phar-
macology, as well as protection against chemicals and
other applications for defensive purposes. Moreover,
the treaty prohibition only applies when the use of the
chemical in question depends on its toxic properties (as
opposed to, for instance, explosive, incendiary, or corro-
sive properties). Finally, some chemicals, such as tear
gases, may be used for law enforcement and domestic
riot control, but not as a method of warfare.

The CWC establishes an elaborate verification system
that is implemented by the OPCW and its Technical Sec-
retariat. As part of this system, routine industry inspec-
tions are based on three lists (‘schedules’) that contain
chemicals that have been developed or produced as
chemical warfare agents or which, due to their toxicity,
other properties, or their relevance for the production of
chemicals listed on schedules 1 and 2, might “pose a
risk to the object and purpose” of the CWC. Besides the
level of risk posed by the respective substances, assign-
ment to one of the schedules also depends on how of-
ten the chemicals in question are used for commercial
purposes. Schedule 1 chemicals, which have been used
developed, produced, or used as chemical weapons in
the past, have little or no commercial use. Schedule 2
chemicals pose a “significant risk” and are “not produced
in large commercial quantities”. Schedule 3 chemicals
have also been produced or used as chemical weapons
but also have widespread legitimate applications and
are hence subject to less stringent controls. States par-
ties are obliged to declare scheduled chemicals as well
as specific chemical facilities which are then randomly
selected for industry inspections by the OPCW to verify
that the chemicals and facilities are used for declared
and permitted purposes only. It should be noted that the
schedules are used for verification purposes and do not
define prohibited substances or chemical weapons. The
use of any toxic chemical, listed or not, as a chemical
warfare agent is unequivocally prohibited. Chlorine is a
case in point: it is not listed on any schedule given its
widespread civilian applications, but its use as chemical
weapon — e.g. in the Syrian civil war — was as illegal
as the use of the nerve agent sarin which is listed on
schedule 1.

In addition to the routine inspections, in cases where a
state party harbors concrete suspicions of CWC viola-
tions by another state party the CWC provides for chal-
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lenge inspections or investigations of alleged chemical
weapons use. Neither mechanism has been invoked to
date. Instead, when chemical weapons attacks were
reported from Syria starting in 2012, the UN and the
OPCW set up various ad hoc mechanisms to investigate
the allegations, identify the perpetrators and clarify oth-
er concerns about Syria's compliance with the CWC. As
a result, investigation and identification technologies,
along with chemical forensics, have become increas-
ingly necessary capacities for the OPCW. In the past,
another core task of the OPCW was the verification of
the destruction of declared chemical weapons stock-
piles and facilities. However, because destruction of all
such stockpiles and facilities was completed in 2023,
the OPCW has officially entered the post-destruction
era and is now more strongly focused on preventing the
re-emergence of chemical weapons.

Recognizing the importance of scientific and technolog-
ical developments in chemistry for the CWC in general,
the negotiators of the CWC provided for the establish-
ment of a Scientific Advisory Board (SAB), to monitor
relevant developments and provide advice to the direc-
tor-general and member states of the OPCW (CWC Ar-
ticle VIII, 21.h). The SAB comprises 25 members who
are independent experts, nominated by states parties
from different regions to ensure geographical balance.
The SAB meets annually and submits its recommenda-
tions to the director-general and to states parties. Past
recommendations have included the establishment of
temporary working groups on specific topics, such as
on biotoxins (2022-2024), or chemical forensics (since
2025). The OPCW has its own laboratory, housed in the
OPCW Centre for Chemistry and Technology (ChemTech
Centre). The laboratory is not only used to carry out the
OPCW's verification and investigation functions but also
to offer opportunities for exchange, training, and capac-
ity-building among scientists. Chemical terrorism is not
explicitly mentioned in the text of the Convention, but
there is a recognition that the OPCW can play a role in
its prevention, including through capacity-building and
training in chemical security, and that effective nation-
al implementation of the CWC contributes to the pre-
vention of chemical terrorism.® Some developments in
chemistry and other disciplines, most prominently Al,
afford opportunities to enhance verification and build
capacity in chemical safety, security, and defense. How-
ever, the same developments may also harbor the po-
tential for misuse that must be recognized, monitored,
and mitigated.

Germany signed the CWC on January 13, 1993, and rati-
fied it on August 12, 1994. It currently has a seat on the
OPCW Executive Council.

Other Instruments Supporting Biological and Chemical
Weapons Disarmament and Non-Proliferation

UN Secretary-General’s Mechanism (UNSGM)

In 1987, the UN General Assembly authorized the UN
Secretary-General through UNGA Resolution 42/37C to
investigate any case of alleged biological, chemical or
toxin weapons use which UN members bring to their at-
tention. It thus established the UN Secretary-General's
Mechanism for Investigation of Alleged Chemical or
Biological Weapons Use (UNSGM). The UNSGM has its
legal basis in the 1925 Geneva Protocol and is the only
international mechanism currently available to investi-
gate the alleged use of biological weapons.® While the
UNSGM also covers alleged chemical weapons use, in
practice — and given the CWC'’s near-universal member-
ship — such cases would very likely be dealt with by the
OPCW.

If a UN member requests a UNSGM investigation, and
if the UN Secretary General determines that sufficient
evidence is presented to warrant such an investigation,
he or she can dispatch a mission team on short notice,
drawing on a roster of experts and laboratories nomi-
nated by UN member states to the UN Office for Disar-
mament Affairs (UNODA). The mandate of such a mis-
sion would be to “ascertain the facts of the matter” and
establish whether chemical, biological or toxin weapons
have indeed been used. The mechanism is independent
politically and placed solely under the authority of the
UN Secretary General. the UN Security Council (UNSC)
has no formal role in the investigation.

Germany is a member of the “Group of Friends of the UN-
SGM” and one of the most active supporters of efforts to
strengthen the mechanism.

UN Security Council Resolution 1540 (2004)

In 2004, the UN Security Council (UNSC) adopted Reso-
lution 1540 which obligates all UN members to take the
necessary measures to prevent the proliferation of nu-
clear, biological, or chemical (NBC) weapons and their
means of delivery to non-state actors, as well as to re-
port on their implementation of the resolution. The res-
olution has since been renewed several times, most re-
cently in 2022, when it was extended for a period of ten
years (UNSC Resolution 2663). Measures to be taken
by UN members include the adoption and enforcement
of national legislation to prevent non-state actors from
developing or acquiring NBC weapons, domestic physi-
cal protection measures for relevant NBC materials, and
effective border and transfer controls. A dedicated com-
mittee, the 1540 Committee, was established to support
the implementation of Resolution 1540, including by
managing the national reports and facilitating the provi-
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sion of assistance to UN members in implementing the
resolution.

Germany has implemented Resolution 1540 and submit-
ted five reports, most recently in 2020.

Sanctions and Export Controls

To prevent the proliferation to states or non-state ac-
tors of materials, equipment, or technologies that could
be used to develop and produce biological or chemical
weapons, states can put in place several national and
international measures, such as sanctions, as well as
national and internationally harmonized export controls.

Under Chapter VIl of the UN Charter, the UN Security
Council (UNSC) can enact sanctions against actors
posing a threat to international peace and security. The
UNSC has repeatedly determined that the proliferation of
nuclear, chemical and biological weapons poses such a
threat. Currently there is one UNSC sanctions regime in
place that also relates to biological and chemical weap-
ons, namely, the sanctions regime against North Korea.
Implementation of these sanctions is obligatory for all
UN member states. In addition, unilateral biological and
chemical weapons-related sanctions are in place against
other states as well. For example, the USA has enacted
sanctions against Russia, Iran, North Korea, and Syria,
while the EU has set up a sanctions regime in relation to
the use and proliferation of chemical weapons.

Export controls are a crucial measure for implement-
ing the non-proliferation obligations that arise from the
BWC, CWC, and UNSC Resolution 1540. The CWC estab-
lishes specific trade restrictions for the chemicals listed
on the three schedules. Chemicals listed on schedules 1
and 2 may only be transferred to other states parties. For
schedule 1 chemicals, the exporting state has to notify
the OPCW of each transfer and must declare all trans-
fers of schedule 1 chemicals annually. Schedule 3 chem-
icals may be transferred to non-state parties. In the latter
case, however, end-user certificates are required. There
is no global system of biological weapons-related export
controls in place. Rather, the control of relevant trans-
fers is the responsibility of individual states. However,
the Australia Group and the EU export control regime for
dual-use items represent two examples of multilaterally
coordinated sets of export control measures.

The Australia Group (AG) is an informal arrangement
in which 42 countries and the EU collaborate on the
basis of shared control lists to harmonize their export
controls over agents, substances, materials, equipment
and technologies that could be used to manufacture
biological or chemical weapons. The AG was founded
in 1985 after it had become known that, with the help
of legal chemical exports, Irag had produced chemical
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weapons including those used against Iran in the Iran-
Iraq war in the 1980s. Biological weapons-related items
were added to the group’s control lists in 1991. They cur-
rently comprise lists for “chemical weapons precursors”,
“dual-use chemical manufacturing facilities and equip-
ment and related technology and software”, “dual-use
biological equipment and related technology and soft-
ware”, “human and animal pathogens and toxins”, and
“plant pathogens”. Membership in the AG is possible in
principle for countries fulfilling a set of criteria listed on
the AG's website, but is contingent on unanimous agree-
ment by all current AG members. There has, however,
been some controversy around the AG. While its mem-
bers justify its existence with reference to their non-pro-
liferation obligations under the BWC, CWC and Resolu-
tion 1540, other states have criticized the group of being
discriminatory and of hampering economic and techno-
logical development by restricting legitimate transfers.

In 2021 the EU set up a control regime for the transfer of
dual-use items. Last amended in 2024, regulation (EU)
2021/821 also includes chemical and biological weap-
ons-related items. Additionally, it explicitly refers to the
BWC, the CWC and UNSC Resolution 1540 and obligates
all EU members to enact transfer controls on items that
are deemed to have dual-use and that are specified in
Annex | of the regulation. “Dual-use” is defined in chap-
ter 1, article 2 of the regulation as meaning “items, in-
cluding software and technology, which can be used
for both civil and military purposes, and includes items
which can be used for the design, development, produc-
tion or use of nuclear, chemical or biological weapons or
their means of delivery, including all items which can be
used for both non-explosive uses and assisting in any
way in the manufacture of nuclear weapons or other nu-
clear explosive devices”.

As part of its obligations as a member of the UN and the
EU, Germany is implementing the sanctions enacted by
the UNSC and the sanctions and dual-use export regula-
tions enacted by the EU. Moreover, Germany is a founding
member of the Australia Group. The agency responsible
for implementing Germany's export control policy is the
Federal Office for Economic Affairs and Export Control
(BAFA).

Selected Instruments to Enhance Chemical and Bio-
logical Security, Mitigate Dual-use Risks, and Promote
Safe, Secure, and Ethical Research in Chemistry and
Biology

WHO Global Guidance Framework for the Responsible
Use of the Life Sciences

The World Health Organization (WHO) published its
Global Guidance Framework for the Responsible Use
of the Life Sciences in 2022. It is a comprehensive and
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practice-oriented reference document aimed at aiding
states in their development of national biorisk manage-
ment strategies and focusing on biosafety, laboratory
biosecurity and the oversight of dual-use research. It
provides an assessment of the current situation and
offers some guiding values and principles for biorisk
governance, as well as concrete tools and mechanisms,
tailored to specific types of stakeholders. In its annex,
it also offers seven hypothetical scenarios in which el-
ements from the Global Guidance Framework could be
applied, as well as three illustrative case studies of re-
search that required risk mitigation and management
strategies. The Global Guidance Framework is intended
as a supporting resource for states; its implementation
is not mandatory.

The Hague Ethical Guidelines

The Hague Ethical Guidelines were developed in 2015
by a group of practitioners from the chemical field to
provide elements for codes of conduct and ethical dis-
cussions related to the use and application of chem-
istry in accordance with the CWC. The principles on
which the Guidelines are based refer to sustainability,
education, awareness and engagement, ethics, safety
and security, accountability, oversight and exchange of
information. They postulate the responsibility of practi-
tioners in chemistry to ensure that chemistry is used for
peaceful purposes, to raise awareness of the topic of
chemical weapons and the misuse potential of chemis-
try, and to emphasize the need to include ethical as well
as safety and security considerations when applying
chemistry. The Guidelines are not binding, but they have
been endorsed by several international chemical associ-
ations and serve as widely accepted guiding principles
for “good” behavior in chemistry.

Tianjin Biosecurity Guidelines for Codes of Conduct
for Scientists

The Tianjin Guidelines for Codes of Conduct for Scien-
tists were developed jointly in 2021 by representatives of
Tianjin University in China, the Johns Hopkins Center for
Health Security in the USA and the InterAcademy Part-
nership (IAP) and are intended as a contribution to pre-
venting the misuse of biological sciences, including for
weapons purposes, through raising awareness of the du-
al-use and misuse potential of biological research. They
contain principles for the responsible use of biosciences
that could be incorporated in national biosecurity regula-
tions and codes of conducts. This initiative goes back to
a proposal for a model voluntary code of conduct for bi-
ological scientists which was first presented in 2016 by
China and Pakistan.’ At the BWC Review Conference in
2022, China, Pakistan and Brazil as co-sponsor submit-
ted the Tianjin Guidelines to BWC states parties for en-

dorsement.” While the Guidelines could not be formally
endorsed by the Review Conference, they enjoyed very
wide support among BWC members.

The Framework for Handing Security-Relevant Re-
search in Germany

In recognition of the basic right to the freedom of re-
search as codified in Article 5 of the German Basic Law
(constitution), governance of security-relevant research
in Germany follows a bottom-up approach and empha-
sizes the responsibility of individual researchers and re-
search institutions.

Following publication of controversial so-called gain-
of-function experiments with a bird flu virus (H5N1) in
2012, the German Ethics Council as well as the German
Research Council (Deutsche Forschungsgemeinschaft,
DFG) and the National Academy of Sciences Leopoldi-
na developed recommendations on the handling of du-
al-use research in the life sciences. Both documents em-
phasized the freedom of research and the need to raise
awareness among scientists of potential dual-use risks
associated with their work. Whereas the Ethics Council
also suggested a top-down regulatory approach which
was not implemented, the DFG and Leopoldina focused
on the self-governance of science and the responsibility
of individual researchers and research institutions in the
handling of security-relevant research.

The latter approach is being actively promoted by the
DFG and Leopoldina. Among other things, it encourages
research institutions to establish local Committees for
Ethics of Security-Relevant Research (Kommissionen fiir
Ethik sicherheitsrelevanter Forschung, KEF) to provide
guidance and advice to researchers who have identified
potential security risks in their research. Through the
Joint Committee on the Handling of Security-Relevant
Research, established in 2014 to support the implemen-
tation of their recommendations, the DFG and Leopoldi-
na also undertake outreach and awareness-raising ef-
forts in the scientific community in Germany.

Una Jakob
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International Initiatives
and Core Principles for
the Safe Use of Al

Summit on Responsible Artificial Intelligence in the
Military Domain 2023 (REAIM)

At the REAIM conference,’ government representatives
from 57 countries? — including the USA, China, and the
majority of EU states — adopted a joint call for action on
the responsible development, introduction, and use of ar-
tificial intelligence in the military realm.® On the basis that
Al will have a massive impact on military systems, but
that this impact is not yet fully understood, the following
politically nonbinding principles were formulated:

e Humans should remain responsible as well as ac-
countable when using Al in the military realm and the
use of Al systems should always be under human su-
pervision.

o Military personnel should be sufficiently trained to be
aware of possible influences, such as potential dis-
tortions in the data (data bias) and the consequences
of trusting the decisions of Al systems and their use.

e Premature implementation of Al without sufficient re-
search, testing, and safety should be avoided in favor
of an inclusive approach to prevent unintended harm.

e Training data from Al systems should be collected,
used, shared, and archived in a way that complies
with international law and the relevant legal frame-
work, as well as data and security standards.

As the majority of global Al research and innovation
takes place in the civilian sector, the signatory states call
for this to be done with an eye toward the responsibility
for international security and in accordance with inter-
national law. However, the principles lack statements on
the self-restraint of states in the use of military Al.

Al Safety Summit 2023 and the “Bletchley Declaration”

The Al Safety Summit 2023 organized by the British gov-
ernment in November 2023* took up the impetus from
the REAIM 2023 conference, setting itself the goal of
discussing the risks of Al from a human and internation-
al law perspective — and not only in the military sector.
In cooperation with tech companies, internationally co-
ordinated measures were to be explored to mitigate the
dangers of this technology.

The final declaration, entitled the “Bletchley Declara-
tion” and signed by 29 countries — including China,
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the USA, and Germany — emphasizes that the following
principles should be prioritized in the development and
use of Al:

o The protection of human rights
e Transparency and explainability of results

o Appropriate human supervision of the Al systems
used

e Accountability and use of Al based on ethical princi-
ples

The declaration also underlines a warning already
voiced at the REAIM conference: Given the enormous
speed of Al development and the trends toward highly
capable and universally applicable Al models (so-called
general-purpose Al models), the resulting risks are not
fully understood. Against this background, the decla-
ration encourages the development of national — and
ideally internationally coordinated - regulations and
frameworks for risk assessment and risk minimization
strategies.

Chinese and US Perspectives on Dealing with Artificial
Intelligence

At almost the same time as the conference in Bletchley
Park and just a few weeks apart, the USA and China both
presented their own proposals for dealing with Al. The
US proposal, entitled “Political Declaration on Responsi-
ble Military Use of Artificial Intelligence and Autonomy,”®
which 52 states’ have now signed, relates exclusively to
the military use of this technology. In contrast, China’s
“Global Al Governance Initiative” is dedicated to the
broader use of Al, but also addresses military use. Both
declarations essentially follow the principles already
mentioned, particularly in terms of emphasizing the
tension between progress and threat, the call to comply
with applicable international law, and the demand for
trustworthy and traceable Al products and applications.
With regard to the military use of Al, China's proposal
highlights that “major countries in particular (...) should
adopt a prudent and responsible attitude toward the re-
search, development, and application of Al technologies
in the military sector,” but do not go into detail on further,
more specific principles. The US proposal, on the oth-
er hand, emphasizes the need for human “supervision”
over the use of military Al systems, but leaves open the
extent to which these systems may also act completely
autonomously — which, conversely, does not rule out the
autonomous use of armed force.

In light of the fact that access to the necessary high-
tech resources for the development and application of
modern Al systems, such as specialized microchips, is

increasingly becoming part of the global power play be-
tween states, China’s position contains another aspect
that is clearly aimed at this. The declaration is against
“drawing ideological boundaries or forming exclusive
groups to prevent other countries from developing Al”
and “creating barriers and disrupting the global Al supply
chain through technological monopolies and unilateral
coercive measures.” This passage can only be under-
stood as a clear criticism of the US and, in some cases,
EU export control restrictions® on the highly specialized
microprocessors required for Al applications.

EU and UN Resolutions Focusing on the Non-Military
Use of Al

In March 2024, the EU published its own guidelines for
the regulation of Al and Al products. These had been
in progress since 2021 and are considered to be the
world’s first binding framework. However, the “EU Al
Act”° (AIA) explicitly does not refer to Al systems used
for military purposes, as their regulation is “subject to
international law (...), which is therefore the more appro-
priate legal framework for the regulation of Al systems
related to the use of lethal force and other Al systems
related to military and defense activities.” Instead, the
AlA emphasizes the relevance of Al for societal and
economic progress within the EU, albeit recognizing the
security threats these systems can pose. In order to as-
sess the criticality of Al applications, criteria are defined
that include technical, economic, and human rights as-
pects in the production and use of Al. These criteria are
used to define requirements for the safety, control, and
legal certainty of Al systems, which are to be incorporat-
ed into the national legislation of EU member states as
binding principles.

Ultimately, at its General Assembly on March 11, 2024,
the UN also agreed on the resolution “Seizing the oppor-
tunities of safe, secure and trustworthy artificial intel-
ligence systems for sustainable development,”" which
is dedicated to the use and opportunities of safe and
trustworthy Al systems. The resolution is based on a
proposal by the USA and was adopted by more than 120
countries. Like the EU Al Act, however, it only explicitly
refers to the non-military use of Al and the promotion of
safe, secure, and trustworthy Al systems for progress in
relation to human rights, common development goals,
and sustainability. Nonetheless, it also emphasizes that
the focus should be on people and that in the wrong
hands, Al poses a significant threat. In order to specifi-
cally assess these threats, the development and use of
tools for the “internationally interoperable identification,
classification, assessment and testing, prevention, and
mitigation of vulnerabilities and risks during the design,
development, and use of Al systems” is recommended.
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U.S. Executive Order 14110 as an Approach to Export
Control of Al

With the “Executive Order on Safe, Secure, and Trust-
worthy Development and Use of Artificial Intelligence”?
of 2023, the United States demonstrated a valuable ap-
proach to the future development of export control and
regulatory measures of Al. The order establishes the
validity of civil rights for the development and use of Al
within the United States and defines security standards
in the field of cybersecurity, but also measures to avoid
biases. A key approach of the order is to link the validity
of these requirements to the total computing power re-
quired to train or execute an Al system. For this purpose,
it is stipulated that:

(...) The Secretary shall require compliance with these
reporting requirements for:

(i) any model that was trained using a quantity of
computing power greater than 1026 integer or float-
ing-point operations, or using primarily biological se-
quence data and using a quantity of computing power
greater than 1023 integer or floating-point operations;
and

(ii) any computing cluster that has a set of machines
physically co-located in a single datacenter, transitive-
ly connected by data center networking of over 100
Gbit/s, and having a theoretical maximum computing
capacity of 1020 integer or floating-point operations
per second for training Al.

In particular, computing power and network capacities
are considered decisive factors for complex Al systems
and are an essential component in planning their appli-
cation. Against this background, the Executive Order
defines a measurable threshold for the regulation of Al,
which can be effectively and meaningfully determined
before its application and considered by regulatory au-
thorities. Nevertheless, such fixed values must be sub-
ject to continuous review and adaptation in order to
keep pace with technical developments.
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API (Application Programming Interface): An inter-
face that allows software programs to communicate
with each other and share information or services
without revealing how they work internally.

Assetization: The process by which goods are as-
cribed market value. This includes immaterial goods,
such as models and methods, that become a trade-
able asset.

Bacteriophage: A virus that infects and destroys bac-
teria, used in research and sometimes as a therapeu-
tic option for bacterial infections that are resistant to
conventional treatments.

Base (Pair): The “letters” in DNA or RNA that connect
to carry genetic information.

Biomarker: A measurable biological indicator, such as
a metabolite or genetic feature, that signals a particu-
lar health condition or disease.

Black Box Models: Al systems whose internal reason-
ing is hard to interpret, even by their developers.

Capability Diffusion: The process by which powerful
technologies become widely available across coun-
tries, groups, or individuals.

Chiral: Molecules that exist in two forms that are mir-
ror images of each other, like left and right hands, but
cannot be perfectly aligned.

Cryogenic Electron Microscopy: A technique that uses
very cold temperatures and electron beams to visual-
ize the detailed structures of biological molecules.

Dual-Use: Technology with the potential to be used for
both legitimate civilian and military purposes, or with
the potential to be misused for malicious purposes.

Encode (for a Protein): When a piece of DNA or RNA
contains the instructions for making a specific protein.

Foundation Models: Large, general-purpose Al sys-
tems trained on broad datasets that can be adapted to
many tasks (e.g., ChatGPT, Claude).

GPU and Al Chips: The graphic processing unit (GPU)
is a specialized computing chip that was originally
developed to accelerate computer graphics and
image processing in PCs, smartphones, and games
consoles. Due to their ability to calculate algorithms
in massive parallel processing, GPUs are also suit-
able for non-graphical applications such as training
neural networks and mining cryptocurrencies. In
contrast to the central processing unit (CPU), which
can be understood as the control center of a com-
puter, GPUs are generally optimized for continuous
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operation under full load and generate the commen-
surate electrical power of several hundred watts, with
the corresponding power and cooling requirements.
Due to the massive boom, GPUs are also increasingly
being optimized specifically for Al applications and
produced as complete device units that can be inter-
connected in hundreds or thousands in specialized
data centers. Such device units can achieve contin-
uous power consumption of more than 1,000 watts,
which has a significant impact on the power supply
and cooling requirements of data centers.

L-Nucleotides / D-Nucleotides: Two mirror-image
forms of the chemical building blocks that make up
DNA and RNA; natural life uses only L-forms, while
D-forms are synthetic mirror versions.

LLM, LMM, and AGI: Depending on the type of
training data used and the form of possible user
interaction of the Al algorithm, a distinction is made
between different types. In large language models
(LLM), text data are used for training and output. Us-
ers therefore chat with the Al algorithm. In large mul-
timodal models (LMM), image, video, and audio data
are also used in training and for interaction between
Al and the user. In this case, Al is therefore able to
process and produce different media. However, given
the speed of technological progress, these boundar-
ies are fluid, depending on the requirements of the
field of application. The next big step that tech com-
panies are working on is the vision of what has been
dubbed artificial general intelligence (AGI), which is
no longer optimized to solve a specific problem, but
should be a highly flexible artificial system that is
equivalent or superior to human cognitive abilities in
all areas. An AGI model should be able to adapt to
problems and develop solutions without having been
specifically trained for them.

Model Scaling: Increasing an Al model’s size or train-
ing data to improve performance.

Next-Generation Sequencing (NGS): A method of
analyzing genetic material that allows for the rap-
id sequencing of large amounts of DNA or RNA.
Compared to traditional sequencing techniques
(e.g., Sanger sequencing), NGS can simultaneously
sequence millions of small fragments of DNA.

Novel Advanced Reactor (NAR): A nuclear reactor
design utilizing reactor technology that has not been
used in existing commercial reactors. These designs
foresee the use of new types or forms of fuel and/or
different coolants, such as molten salt, lead, or inert
gases, unlike commercial reactors, which are mostly
water-cooled.
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Nuclear Magnetic Resonance (NMR): A technique
that uses magnetic fields to study the structure of
molecules in solution, providing information about
their shape and dynamics.

Nuclear Safeguards: Technical measures and inspec-
tions to prevent the clandestine diversion and use of
nuclear material for military purposes. World-wide,
safeguards inspections are conducted by the IAEA
and are a treaty obligation under the Non-Prolifera-
tion Treaty for non-nuclear-weapons states (NNWS).
Some facilities in nuclear-weapons states are also
under safeguards as part of Voluntary Offer Agree-
ments.

Nucleic Acids (DNA, RNA): Molecules that carry the
instructions for how living things grow and function.

Polymerase: An enzyme that helps build DNA or RNA
strands by connecting building blocks called nucleo-
tides in the right order.

Pressurized Water Reactor (PWR): A nuclear reactor
design utilizing light water as coolant and neutron
moderator. A pressure vessel surrounding the reactor
keeps the water in a liquid state throughout operation.
PWRs are the most common design for commercial
nuclear power plants, which are usually operated with
fuel with 3-5% uranium enrichment.

Receptor: A structure in or on a cell that binds specific
molecules, triggering a response or allowing the cell to
recognize certain substances.

Ribosome: A molecular machine inside cells that
reads genetic instructions and assembles proteins
from amino acids.

Small Modular Reactor (SMR): A nuclear reactor
producing no more than 300 megawatts of electrical
power. These reactors are planned to be produced as
modules in an off-site factory and then be transported
to a power plant. Many concepts foresee the combina-
tion of several modules on the same site.

Technopoles: Spatially concentrated networks of
governments, universities, companies set up to create
synergies between science and economic markets. A
well-known example of a technopole is Silicon Valley
inthe U.S.

Uranium Enrichment: The process of separating the
isotopes of natural uranium to raise the fraction of
235U within the uranium. Most traditional nuclear
reactors require 3-5% enrichment to operate, while
nuclear weapons typically require enrichments above
80%.
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X-ray Crystallography: A method that uses X-rays to
determine how atoms are arranged in a crystallized
molecule, helping scientists see its 3D shape.

XAl - Explainable Artificial Intelligence: Explain-
able artificial intelligence approaches are intended
to counteract the “black box” tendency of machine
learning, i.e., the fact that it is not clear why an Al
algorithm has reached a certain decision. Although
it is technically possible to monitor the internal
processing of a query within the model of an Al, no
deterministic conclusions can be drawn about the
actual reasoning process. It is therefore impossi-
ble to explain Al decisions in terms of “for an input
(a), the result (b) was generated on the basis of the
learned facts (X) and (Y)”, as it is common in human
communication. Explainable artificial intelligence
approaches are intended to make these chains of
reasoning visible as an extension of an Al model.
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ABM (Anti-Ballistic Missile Treaty) 89
Africa 17, 89

AG (Australia Group) 96

Al Rapid Capabilities Cell 14
Alibaba 17
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AlphaProteo 33

Amazon 18

AMD 16

Anduril Industries 15
Antarctic Treaty 88 f.

Arms Race 22 f.

ASIC (Application-Specific Integrat-
ed Circuits) 15
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BAFA 96
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BAM 65
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BDT (Biological Design Tools) 33 f.
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Biological Weapons 42, 92 ff.

Biological Weapons Convention
(BWC) 93 ff.

Biosafety 70 f., 74, 94, 97
Biosecurity 34 f., 70 f., 74., 94, 97
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Biotechnology 10, 12, 33 ff., 68 ff.,
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BSL (Biosafety Level) 70
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CACTUS 37
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Community for European Research
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Convention on the Physical Pro-
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Coscientist 37

COVID-19 74
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CTBT (Comprehensive Nuclear Test
Ban Treaty) 88
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Explainable Al, see XAl
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FMCT (Fissile Material Cut-off
Treaty) 89

G

Generative Al 35

Geneva Protocol 93, 95

Genome Engineering 33
Geopolitics 10, 14 ff., 22 ff., 36, 59,
79f.,94

German Ethics Council 97

German Federal Institute for Materi-
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German Research Council (DFG,
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schaft) 97
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nomic Affairs and Export Control,
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IAEA (International Atomic Energy
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